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INNOVATION OPPORTUNITIES AND VISION FOR THE
SCIENCE AND TECHNOLOGY ENTERPRISE

HOUSE OF REPRESENTATIVES,
COMMITTEE ON ARMED SERVICES,
SUBCOMMITTEE ON CYBER, INNOVATIVE
TECHNOLOGIES, AND INFORMATION SYSTEMS,
Washington, DC, Tuesday, February 23, 2021.

The subcommittee met, pursuant to call, at 11:00 a.m., in room
2118, Rayburn House Office Building, Hon. James Langevin (chair-
man of the subcommittee) presiding.

OPENING STATEMENT OF HON. JAMES R. LANGEVIN, A REP-
RESENTATIVE FROM RHODE ISLAND, CHAIRMAN, SUBCOM-
MITTEE ON CYBER, INNOVATIVE TECHNOLOGIES, AND IN-
FORMATION SYSTEMS

Mr. LANGEVIN. With that, the subcommittee will come to order.
I'd like to welcome the members who are joining today’s hearing re-
motely.

Members who are joining remotely must be visible on screen for
the purposes of identity verification, establishing and maintaining
a quorum, participating in the proceedings, and voting.

Those members must continue to use the software platform’s
video function while in attendance unless they experience connec-
tivity issues or other technical problems that render them unable
to participate on camera.

If a member experiences technical difficulties, they should con-
tact committee staff for assistance. Video of members’ participation
will be broadcast in the room and via the television internet feeds.

Members participating remotely must seek recognition verbally,
and they are asked to mute their microphones when they are not
speaking.

Members who are participating remotely are reminded to keep
the software platform’s video function on the entire time they at-
tend the proceedings. Members may leave and rejoin the proceed-
ing.
If members depart for a short while for reasons other than join-
ing a different proceeding, they should leave the video function on.
If members will be absent for a significant period or depart to join
a different proceeding, they should exit the software platform en-
tirely and then rejoin if they are able to return.

Members may use the software platform’s chat feature to com-
municate with staff regarding technical or logistical support issues
only.
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Finally, I've designated a committee staff member to, if nec-
essary, mute unrecognized members’ microphones to cancel any in-
advertent background noise that may disrupt the proceeding.

So with that, we'll get going with the formal part of the hearing
and, with that, I'll give my opening statement.

So good morning, everyone. I'm pleased to welcome everyone to
the first hearing of our newly established Subcommittee on Cyber,
Innovative Technologies, and Information Systems, and I'm proud
to be chairing this committee alongside with my good friend and
distinguished colleague, Ranking Member Elise Stefanik, and I
look forward to our continued record of bipartisan collaboration.

We welcome back our returning Intelligence and Emerging
Threats and Capabilities Subcommittee members from the 116th
Congress: Representative Rick Larsen, Ro Khanna, Bill Keating,
Andy Kim, Chrissy Houlahan, Jason Crow, and Elissa Slotkin, and
Representatives Mo Brooks and Mike Gallagher.

And we welcome our new members: Representatives Seth
Moulton, Veronica Escobar, and Joe Morelle, and Representatives
Matt Gaetz, Mike Johnson, Stephanie Bice, Scott Franklin, Blake
Moore, and Pat Fallon.

So welcome to everyone. It’s going to be an exciting year and
term and I look forward to diving into some very important issues
within the jurisdiction of the subcommittee.

So, as we enter the 117th Congress and a new administration,
we are pleased to launch our oversight activities by welcoming our
first witnesses to frame the Department of Defense’s current inno-
vation landscape and what the Department should do to invest in,
harness, scale, and transition the innovation, science, and tech-
nology required to ensure that the U.S. military—ensure the U.S.
military’s future edge.

Today, we welcome, in their personal capacities, the Honorable
Christine Fox, Dr. Victoria Coleman, and Mr. Klon Kitchen. I want
to thank you all for joining us today.

In a time when our national defense planning has shifted focus
to great power competition, addressing the challenge of rising
science powers requires an ambitious strategy of national invest-
ment and aggressive development in science and technology.

Funding for basic research, applied research, and advanced tech-
nology development in our universities, laboratories, small busi-
nesses, and the tech sector plants the seeds required for our next-
generation military engagements.

Yet even with bipartisan support for significant increases in in-
vestment in our national security innovation base, somehow growth
in the science and technology budget is almost always sacrificed to
field the mature technologies of today.

Well, while supporting our troops in the field is absolutely essen-
tial, we are putting our next generation of soldiers at severe dis-
advantage when we fail to prepare for the battlefield of the future.

If the U.S. is to remain a global leader in technology, we cannot
simply rest on our laurels. We must actively execute a comprehen-
sive S&T [science and technology] strategy to advance innovation.

We must invest in STEM [science, technology, engineering, and
mathematics] education, university research, and programs that
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develop junior talent into future leaders. We must also actively en-
deavor to diversify our S&T [science and technology] workforce.

Indeed, a strong diversity of background and perspectives is vital
for any organization that aims to foster novelty and innovation.

So on that note, we must implement policies that promote a
sound economic, political, and strategic environment on U.S. soil
where global collaboration, discovery, and innovation all thrive.

The open dialogue and debate resident in academia and the re-
search community can be anathema to the requirement for secrecy
in the Department of Defense. But we must recognize and embrace
how our free society provides the competitive advantage that lets
us innovate faster than our great power competitors.

So our free society establishes a dynamic innovations ecosystem,
and federally funded open basic research focused on discovery has
allowed American universities to develop an innovation base that
has effectively functioned as a talent acquisition program for the
U.S. economy, and that talent is required today more than ever, as
much as ever, to solve our most pressing national security chal-
lenges.

Indeed, great power competition is also a race for talent, and we
must do better. That is why last year Ranking Member Stefanik
and I introduced the National Security Innovation Pathway Act.

The U.S. attracts many of the world’s best minds to our univer-
sities and innovative companies which develop their expertise.
These talented people fortify our national security, protect our citi-
zens, critical infrastructure, and interests, and they improve our
economy.

Today, much of that talent leaves the U.S. because there are few
pathways to remain. We must retain and leverage these scientists
and technologists who boost the innovation that fuels our economic
and defense competitive edge.

So I would be remiss, of course, not to mention that our chal-
lenges over the horizon are rapidly changing. While the Depart-
ment has historically focused on producing new hardware, we know
that biothreats and pandemics can cripple economies and dock car-
riers, and that the wars of the future will probably be fought via
software platforms with the challenge of who can push better im-
provements and new capability the fastest.

So the Department, I believe, must pivot quickly to preparing us
for this software-centric future and to treating the acquisition of
the Joint Strike Fighter, just by way of example, and the sixth-gen-
eration fighters not as hardware platforms, but as flying computers
wrapped in an airplane.

So the Department leaders must drag data and software from
back office responsibilities and afterthoughts onto the Department’s
center stage. So they must enable the innovators and change
agents across the enterprise, change the way the enterprise—the
Department buys and delivers software, and attract the necessary
scientific and technical talent to get us there.

We will not maintain our technological edge if we refuse to em-
power the Department to take risks, push scientific boundaries,
challenge the red tape, attract a talented technical workforce, and
protect its innovators.
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We must empower those who lean forward on innovation, wher-
ever they are, and to enable the technological leaps that will en-
sure our warfighters never enter a fair fight.

So with that, I look forward to this discussion, and I'll now turn
to Ranking Member Stefanik for her remarks.

[The prepared statement of Mr. Langevin can be found in the Ap-
pendix on page 39.]

STATEMENT OF HON. ELISE M. STEFANIK, A REPRESENTATIVE
FROM NEW YORK, RANKING MEMBER, SUBCOMMITTEE ON
CYBER, INNOVATIVE TECHNOLOGIES, AND INFORMATION
SYSTEMS

Ms. STEFANIK. Thank you, Chairman Langevin.

I appreciate you holding this important hearing today, and thank
you to each of our witnesses for being here.

As the chairman noted, this is the subcommittee’s inaugural
hearing and the topic could not be more important. We have a vital
mission here on this subcommittee that in many ways will shape
the future of the Department of Defense and how battles are fought
and won.

One of those missions we have is encouraging innovation within
the defense enterprise. Too often legacy programs and platforms
are prioritized past their usefulness and consume resources for new
technologies that will help protect the United States from future
threats instead of those from the past.

There are many reasons for this issue, from the Department’s
culture to congressional influence. However, we cannot afford to
lose our quantitative or our qualitative edge over our near-peer ad-
versaries, especially China, because of bureaucratic inertia or sim-
ply red tape.

While we struggle to quickly accomplish our innovation goals, the
CCP [Chinese Communist Party] leverages all of its resources
through its military-civilian fusion to rush new technologies to the
PLA [People’s Liberation Army] and upend the current global bal-
ance of power.

Make no mistake, we are in a competition to innovate and the
side that innovates most effectively and efficiently will hold the
strategic advantage that the U.S. has held since the end of World
War II1.

To maintain a decisive edge over China, the Department of De-
fense must be willing to take bolder risks, develop new programs,
and invest in new technologies. Congress, for its part, must encour-
age and support these actions.

Thus far, Congress has given the Department some authorities
to enable the acquisition of new technologies. Yet, we often hear
from innovators about the, quote, valley of death.

Taking an idea from a prototype to contract with the Department
often takes years, and many small companies and innovators are
unable to navigate and survive this process.

The Department’s short-term decision making impacts the long-
term outlook for new technologies. But it doesn’t need to be that
way. We need to find ways to cultivate new ideas that don’t fit
neatly into strict programmatic timelines.
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Innovation also requires a talented workforce and we should
focus on growing innovators within the Department. With all the
exciting work going on, from Al [artificial intelligence] to bio-
engineering, the Department should be able to recruit personnel to
work on transformational projects. Hubs like DARPA [Defense Ad-
vanced Research Projects Agency], the JAIC [Joint Artificial Intel-
ligence Center], and SOFWERX offer talented people the oppor-
tunity to use their technical skills to solve the problems of the
present and the problems of the future.

We need to ensure the private sector is not the only driver of in-
novation. One issue that we keep running into is that commercially
developed technologies become available to the U.S. after their ac-
tive time. So we cannot maintain our edge if we are using the same
products concurrently.

One of the key questions I hope we touch on today and we con-
tinue to try to answer is how do we make the environment for
transformational technologies and innovations more efficient and
sustainable?

I look forward to hearing from our witnesses today.

And thank you again, Mr. Chairman. I yield back.

Mr. LANGEVIN. Thank you, Ranking Member Stefanik, for your
remarks. We now turn to the witnesses, then move into the ques-
tion and answer session.

Let me introduce each of the witnesses reading their bios and
then we'll go to our witnesses for their statements.

First, the Honorable Christine Fox. Ms. Fox was the Acting Dep-
uty Secretary of Defense from 2013 to 2014, and until Deputy Sec-
retary Hicks was confirmed this month, she was the highest rank-
ing woman ever to work in the Pentagon.

She also served as the director of Cost Assessment and Program
Evaluation in the Office of the Secretary of Defense and was the
president of the Center for Naval Analyses.

She is currently the assistant director for Policy and Analysis at
the Johns Hopkins University Applied Physics Laboratory, a uni-
versity affiliated research center that has supported Department of
Defense research for over 75 years.

Welcome, Ms. Fox.

Dr. Victoria Coleman. Dr. Coleman was recently the director of
the Defense Advanced Research Projects Agency and a member of
the Defense Science Board. She’s a senior policy advisor on micro-
electronics technology at the Center for Information Technology Re-
search in the Interest of Society at the University of California,
Berkeley.

She was previously the CEO [chief executive officer] of Atlas Al
and the CTO [chief technology officer] of the Wikimedia Founda-
tion. Welcome, Dr. Coleman.

And, finally, Mr. Klon Kitchen. Mr. Kitchen is a resident fellow
at the American Enterprise Institute where he focuses on the inter-
section of national security, defense technologies, and innovation.

He was previously the director of the Heritage Foundation Cen-
ter for Technology Policy, and while working as a Senate staffer,
he helped create the Cyberspace Solarium Commission, which I
had the pleasure of serving as a commissioner.

So thank you for that, Klon, and welcome to you as well.
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So, again, I want to thank all of our witnesses for being willing
to appear today. We're looking forward to your testimony.

And with that, let me turn now to the Honorable Christine Fox
for 5 minutes for your remarks.

STATEMENT OF HON. CHRISTINE FOX, FORMER ACTING DEP-
UTY SECRETARY OF DEFENSE, ASSISTANT DIRECTOR FOR
POLICY AND ANALYSIS, JOHNS HOPKINS UNIVERSITY AP-
PLIED PHYSICS LABORATORY

Ms. Fox. Thank you so much.

Chairman Langevin, Representative Stefanik—Ranking Member
Stefanik, and distinguished members of this committee, thank you
for the opportunity to speak with you today in my personal capac-
ity about innovation opportunities and a vision for the S&T enter-
prise.

During my tenure in DOD [Department of Defense] and through
my current position at the Johns Hopkins Applied Physics Lab
[APL], I have had the pleasure of working closely with scientists
and engineers who are innovating with new technologies.

It is clear to me that incorporating innovation into DOD pro-
grams is more important than ever. In my view, the principal chal-
lenge DOD faces is not a lack of innovation. Thanks to investments
that must be sustained, new technologies are plentiful.

A sampling of APL’s government-sponsored work includes brain-
computer interface, biotechnology-based sensors, first dogfight be-
tween an Al-driven combat aircraft and a human pilot, and much,
much more.

Then there is commercially developed technology. Recently, we
have seen a greater engagement by DOD with commercial devel-
opers. So innovation abounds today. In fact, my colleagues call it
a technology explosion.

The tougher task is how to adopt all this new innovation more
rapidly into DOD programs. In my view, the principal challenge to
adoption is less about supply and more about priorities.

Some argue that DOD must shed much of the existing military
force structure to leap ahead. While some divestiture of outdated
systems would be desirable, the reality is that there is a near-insa-
tiable demand for ready U.S. forces to defend vital American inter-
ests.

We will need manned ships, tactical aircraft, ground units, and
more for the foreseeable future, all of which require considerable
resources for training, equipping, and sustainment.

We should not underestimate the enormity of this task. Yet, the
technology explosion is here. But even if the U.S. may find it hard
to adopt new capabilities, our potential adversaries are not stand-
ing still.

So this brings us back to the question of not whether to move for-
ward, but how to do it. To make progress despite intense demands
and limited resources requires a clear vision for what a future force
should look like and a path to get there.

Developing this vision of the future force will define the priorities
for new technology adoption and reveal the capability gaps that
should drive S&T investment. My colleagues and I call this process
“here to there.”
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When it comes to future military forces, visions abound inside
and outside the Pentagon. Many current visions fall into what I
would call the near here—concepts of operations, such as distrib-
uted warfare, that are designed to maximize the utility of the exist-
ing force structure while incorporating new technologies.

These shifts are significant and needed, but they don’t take full
advantage of new and envisioned technologies. They don’t get us to
“there.” The more futuristic visions suggest changes like replacing
entire categories of military platforms with massive swarms of ex-
pendable robots.

These kinds of visions are exciting and potentially transforma-
tilonal. Too often, however, they are not grounded in operational re-
alities.

Take expendable robots or drones, for example. Time and again,
I find myself coming back to questions like, how did the drones get
to the fight, say, from a warehouse in California to the Western Pa-
cific?

What are they supposed to do when they get there? Drop ord-
nance? Or will they provide intelligence and communications links,
and in that case, what does in fact project combat power?

Are these drones really disposable? For the advanced missions,
you would need a highly capable, even exquisite platform, one that
is likely quite costly. And how will the drones be controlled, or will
they operate autonomously?

These questions raise a host of other practical and ethical consid-
erations. The point here is not to drop a wet blanket on drones or
any other transformative technology. These kinds of questions can
be answered and, in many cases, answers are in the works.

The point is to ask them. It is imperative, then, for the S&T com-
munity to marry up more closely with operational forces. Innova-
tion that is not grounded in operational realities will not, ulti-
mately, make a difference.

New concepts of operation developed without an understanding
of new technologies will fail to make revolutionary change, the kind
of change America needs to sustain our military preeminence.

We need to evolve our military force more rapidly and purpose-
fully than we do today. Innovation is not the limiting factor, only
our vision and wisdom in determining where and how to use it.

Thank you again, and I look forward to your questions.

[The prepared statement of Ms. Fox can be found in the Appen-
dix on page 42.]

Mr. LANGEVIN. Thank you, Secretary Fox, and I appreciate you
being here again with your testimony.

I now recognize Dr. Coleman for 5 minutes.

STATEMENT OF DR. VICTORIA COLEMAN, FORMER DIRECTOR
OF DEFENSE ADVANCED RESEARCH PROJECTS AGENCY,
SENIOR ADVISOR TO THE DIRECTOR, CENTER FOR INFOR-
MATION TECHNOLOGY RESEARCH IN THE INTEREST OF SO-
CIETY, UNIVERSITY OF CALIFORNIA, BERKELEY
Dr. COLEMAN. Thank you. Can you hear me, first of all?

Mr. LANGEVIN. Yes, we can hear you fine.
Dr. CoLEMAN. Wonderful.
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Chairman Langevin, Ranking Member Stefanik, distinguished
members of the House Subcommittee on Cyber, Innovative Tech-
nologies, and Information Systems, it is truly an honor to testify
before you today, as well as nerve-racking.

Throughout the Cold War and the turn of the 21st century, the
U.S. military enjoyed significant technological advantage. However,
this advantage has been steadily eroding.

America’s adversaries have made asymmetric strides in building
their own technological advantage. This is not a result of reduced
U.S. investment in national security S&T. It is a result of the tech-
nology investments outside the defense sector surpassing those
within it.

The fruit of this commercial innovation are equally available to
U.S. competitors and adversaries. But the DOD struggles with ac-
cessing technology and talent outside the defense perimeter.

Coupled with inefficiencies in the U.S. defense technology pipe-
line and China’s aggressive national strategy of military-civil fu-
sion, the technology advantage of the U.S. military is being
stressed to breaking point.

Private sector companies like Intel, Microsoft, IBM, used to domi-
nate the ecosystem from which the DOD now draws many core
technologies essential to its mission.

But in the past 20 years or so, consumer technology has emerged
as the driving force. The technology landscape today is defined by
companies that bring technology to consumers: a phone maker, a
retailer, an advertising company, and a company that keeps your
personal address book.

Commercial and consumer markets matter to securing the tech-
nology advantage of our military because they drive technology evo-
lution. And our peer competitor, China, also happens to be the
world’s single biggest consumer market.

China’s military-civil fusion is overseen personally by President
Xi Jinping, and aims to enable the PRC [People’s Republic of
China] to develop the most technologically advanced military in the
world by eliminating the barriers between China’s civilian research
and commercial sectors, and its military and defense industrial sec-
tors.

In contrast, the United States struggles to bridge the gap be-
tween commercial innovation and military technology needs in key
areas such as semiconductors, 5G, Al, and aerospace technology.

We must break down the barriers between the U.S. defense in-
dustrial base and the commercial sector. In the world of technology,
speed matters. The only way to get ahead and stay ahead is to be
faster than our competitors.

As our predecessors envisioned force multiplication as the key
strategy for defeating the Soviet threat in Europe in the aftermath
of the Second World War, we should aspire to time compression as
our key strategy.

To achieve time compression on our platforms, we need to evolve
our platforms from the monoliths they are today to agile mosaic
systems so that we're able to rapidly swap out components and al-
ways have the latest innovations deployed in our platforms.

How can we get there? It has been said that bits beat the atoms.
It’s all about the software. If we start thinking of the F-35 as an
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information appliance versus an airplane, the whole way we ap-
proach designing, building, and maintaining it changes.

A lot has been said about supply chains. Innovation can create
new businesses here at home to re-shore critical industries such as
microelectronics. Scalable domestic manufacturing reduces our de-
pendence on potentially adversarial supply chains. It creates good
jobs here at home and maintains vital know-how in the United
States that is essential for innovation.

To sustain a technology advantage, we must act to rebuild our
industrial complex. Everything starts with people. We need to grow
the DOD’s workforce by expanding programs such as the SMART
[Science, Mathematics, and Research for Transformation] Schol-
arship Program.

We also need to increase the diversity of the STEM workforce by
broadening the recruitment pool in terms of expertise, background,
and location, and we need to create a diverse and inclusive environ-
ment where everyone is welcome and everyone can succeed.

We need to make innovation matter. Innovation in transition is
also critical but often overlooked. DARPA’s Embedded Entrepre-
neur Initiative and National Security Seed Fund are great exam-
ples of what can be accomplished within existing authorities.

Finally, we need to broaden knowledge into the nontraditional
innovation community by establishing a national security open in-
novation framework.

Thank you.

[The prepared statement of Dr. Coleman can be found in the Ap-
pendix on page 52.]

Mr. LANGEVIN. Thank you, Dr. Coleman.

Mr. Kitchen, you are now recognized for 5 minutes.

STATEMENT OF KLON KITCHEN, RESIDENT FELLOW,
AMERICAN ENTERPRISE INSTITUTE

Mr. KITCHEN. Good afternoon, Chairman Langevin, Ranking
Member Stefanik, and members of the subcommittee. Thank you
for this opportunity to testify.

Our technology and innovation industries remain the envy of the
world and the foundation of our national prosperity and security.
These advantages, however, are not foreordained and they must
continually be secured, and it’s in light of this that I would like to
make two points.

First, we must understand how and why the technology sector of
our economy is growing in influence and importance within na-
tional security decision making.

The technologies that will determine the United States ability to
secure its people and interest are overwhelmingly being developed
for commercial purposes in the private sector.

This leaves the national defense more dependent on the private
sector perhaps than ever before precisely as China, who blends its
public and private sectors in a strategy of military-civil fusion, is
emerging as a true peer competitor and rival, economically, techno-
logically, and militarily.

With this in mind, it follows that new partnerships between the
government and industry are essential, and this leads to my second
point. We must have a more agile and secure technology acquisi-
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tion system. But there are serious challenges to realizing this sys-
tem.

The National Defense Industrial Association, or NDIA, gives the
U.S. defense industrial base a barely passing C grade, and says it’s
getting worse.

Specifically, in a report last year the NDIA noted that scores for
three dimensions—production inputs, industrial security, and sup-
ply chain—all fell below a passing grade of 70 out of 100 points,
with industrial security bottoming out with an F at just 63 points.

The U.S. cannot settle for an industrial base with a passing
grade and we certainly cannot accept a failure in industrial secu-
rity. We have to do better.

Our current defense contractors are essential for key capabilities,
especially more key platforms. But they are not typically the source
of leading-edge developments in artificial intelligence, advanced ro-
botics, or quantum computing.

These are overwhelmingly developed by companies who do not
regularly work with the Department of Defense and who are not
currently trying to solve defense challenges.

Now, this is not due to a lack of patriotism. It’s the result of poor
incentives and bureaucratic hurdles, and we can clear the way with
three changes.

First, we need to recognize and employ new incentives. The cur-
rent system does not prioritize the best available technology. In-
stead, it favors cost accounting, regulatory compliance, and admin-
istrative ease.

Budgets are programmed years in advance with little ability for
companies to realize profits in current fiscal years. And, perhaps
most significantly, research and development are often spread
across many small contracts, instead of investing deeply in key or
in promising capabilities.

Put simply, technology companies don’t need government invest-
ment. They need government contracts, and they need to know that
these contracts can then be scaled into real programs of record.

We must also get rid of regulatory burdens that dissuade or
block these new partners. These burdens are all well documented
and I'll not itemize them all here. Suffice to say this. We need to
work with companies who have more engineers and coders than
lawyers and contract officers.

Finally, the U.S. should prioritize the security of our domestic,
technological, and manufacturing capabilities. Don’t forget it was
industrial security that was the lowest scoring dimension on the
NDIA report.

This is not a call for economic protectionism. It’s a call for
commonsense security. In a world where securing nations means
securing networks and supply chains, it is unavoidably true that
the loyalties and the security practices of those creating and build-
ing our defense innovations matter.

In the final analysis, American policymakers and citizens should
be encouraged, but also feel a sense of urgency. Our technology and
innovation industries are creative, capable, and patriotic.

But if the United States is going to secure its people and its in-
terests going forward, we must do better in leveraging and securing
this new defense industrial base.
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Thank you, and I look forward to your questions.

[The prepared statement of Mr. Kitchen can be found in the Ap-
pendix on page 63.]

Mr. LANGEVIN. Thank you, Mr. Kitchen. I want to thank all of
our witnesses for their exceptional testimony today. Your insights
have been very helpful.

We’re now going to go to the question and answer session, recog-
nizing members for 5 minutes. I'll begin with questions and then
turn to Ranking Member Stefanik.

If T could, Ms. Fox and also Dr. Coleman, Congress’ goal for the
breakup of the Under Secretary of Defense for Acquisition, Tech-
nology, and Logistics [AT&L] was to create an Under Secretary for
Research and Engineering.

That would be the Department’s science and technology vision-
ary, the one with the time and ability to look past the horizon into
the future.

Do you think that we are achieving this goal, and if not, why
not?

Ms. Fox. Thank you, Mr. Chairman. I think that the emphasis
on S&T that has been brought about by the separation of AT&L
into the two components is good.

But I think that there’s a challenge in that it perhaps has exac-
erbated the key problem that many of us have talked about this
morning, which is adoption of technology.

I think that you need to have them hand in hand. We need to
figure out how to get the new technologies into the programs, and
I worry that the separation has instituted some barriers to that.

Not that it’s easy, nor has it ever been easy. But by having two
peer leaders with different responsibilities have to find a way to
work together to accelerate adoption can exacerbate one of our big-
gest challenges, and that does concern me.

Dr. CoLEMAN. If T were to echo my friend the Honorable Fox—
Christine Fox on this, as already has been said, innovation has to
be executable by the entire enterprise. It’s no good if we can do it
at the beginning but not the end of the process.

And, unfortunately, I think the split has created almost a frac-
ture in this continuum of innovation. While the focus on the front
end on the S&T, I think, has been very welcome and we see that,
for example, in the various modernization priorities that the Under
Secretary for R&E [Research and Engineering] has put forward
these past 4 years that has created the similarity of focus.

At the same time also we see that innovative pipeline further
down the line to absorb these things. I'm a big believer in learning
from our organizational structures. No organizational structure is
ever perfect.

I think with the benefit now of almost 4 years of working in
this—in this structure, it’s probably time that we should review,
evaluate, and see how we should go forward, whether we should
tweak aspects of it.

I would say that one thing that resonates with me is that acqui-
sition of large programs seems to be a fundamentally different ex-
ercise than creating technologies and figuring out the framework
with which that technology can be deployed and explored, and
transitioning that technology to the warfighter.
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So it may be a halfway house, if you like, where acquisition of
large programs stays with the services. They know what they need
to train and equip. They should be able to buy those things.

And perhaps the other two aspects, the policy aspects as well as
innovation aspects, come together.

And just one quick example, software. We all know that software
needs to be developed in natural ways. But it’s no good if we de-
velop it in sprints but we buy it in decades.

It’s clear that different pieces need to come together and fit much
better than they do already.

Mr. LANGEVIN. Thank you. If I could expand on that, Dr. Cole-
man. As you mentioned in your testimony, it’s all about the soft-
ware. Of the Department’s 11 modernization priorities, 5 are soft-
ware-defined technologies, while the others will require comple-
mentary software platforms to maximize their potential.

Both the Defense Science Board and the Defense Innovation
Board put out major reports in recent years about the need to
change the way the Department buys software.

So if you could expand upon this, how must the Department
adapt to support the acquisition of world-class software platforms
and tools to better leverage capability for the warfighter and af-
fordability for the taxpayer?

Dr. CoLEMAN. Thank you. This is a topic near and dear to my
heart, as you can imagine. We need to adopt the best known meth-
ods from the private sector. When we develop software step by
step, the reason why agile development is so successful is because
we've given up on this notion that at the start of a large project
we can imagine what we want the software to do.

Instead, we do it step by step, and as we do that, we discover
if we are going down the right path or the wrong path, and we
change.

In order for us to do that, though, how do we do it? Well, we do
it through this new discipline that has emerged called product
management. Everybody comes together every 2 weeks, every
month, and everybody looks at what we’ve done and they decide,
is this still the right thing? Should we be adding something? Re-
moving something?

It’s all a team exercise. And if you do that, you bring the acquisi-
tion executives in the same place as those people who are respon-
sible for developing the software. So they’re making every decision
together step by step.

And I just want to, I guess, to emphasize that when we look at
one or more ways of developing software, we can’t bring just one
part of that into, you know, Department’s practices.

For example, we all understand the JAIC is important, and as
you pointed out, both the Defense Innovation Board and the De-
fense Science Board pointed this out. We have wonderful examples
like Kessel Run.

What we don’t have today, however, is this concept of product
management in the Department. When I ask—when I look at our
innovation pipeline, which is a component in the Department of
Defense that plays the role of product management, that doesn’t
exist today.
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And I think we need to adopt these practices but we need to
bring in the whole picture, you know, not just parts of it because
that cannot work as well.

Mr. LANGEVIN. Very helpful insights, and I'm going to want to
flesh that idea out more and how we bring that into the practice
within the Pentagon and we institutionalize it. So thank you, Dr.
Coleman.

With that, I'll now turn to Ranking Member Stefanik for ques-
tions.

Ms. STEFANIK. Thank you, Chairman Langevin. Thank you. Can
you hear me, Jim?

Mr. Kitchen, in your written testimony, you mentioned multiple
times that the private sector’s ability to help the Defense Depart-
ment is hampered by the need to spend resources on contract spe-
cialists and lawyers instead of engineers.

Can you give me policy recommendations about how we can im-
prove this outdated and onerous acquisition process that, of course,
disproportionately benefits larger technologies, and is more difficult
for the smaller, sometimes more innovative, companies?

Mr. KITCHEN. Yes, ma’am. Thank you for the question.

I think my top-line answer is it’s less about authorities than it
once was, and now it’s about changing the culture of those in the
acquisition system, which is understandably set.

A couple of very practical things, just to be responsive to your
question. Always leverage private sector and use commercially
available off-the-shelf technology whenever possible. Leverage non-
traditional acquisition authority such as the Small Business Inno-
vation Research program.

Compete new systems frequently and fairly, and then ensure
that winners receive meaningful contracts with clear timelines and
dollar amounts.

As has been already discussed about software, software is critical
and increasingly a center of focus. Well, recognizing that and show-
ing the type of progress that we’re discussing here today would
mean allocating large sums to software-specific contracts, and per-
haps even designating software companies as the primes and hard-
ware companies as subordinates when appropriate.

And then, finally, the Pentagon is going to have to reconsider its
one-size-fits-all approach to software and data rights when engag-
ing private sector companies whose intellectual property and the
way that they do business is bound up in the software itself and
the data and insight that that software then produces.

The current approach is simply unsustainable and waves off a
number of the key companies that we want to be attracting.

Ms. STEFANIK. Thank you very much. I'll yield back, Jim, to get
to others.

Mr. LANGEVIN. Thank you very much. Next, Mr. Crow is recog-
nized for 5 minutes.

Mr. CROW. Thank you, Mr. Chairman. I wanted to start with Mr.
Kitchen, because you mentioned in your remarks the issue of in-
dustrial security, which has been an interest of mine for quite a
while because you can’t fill a bucket if you have holes in that buck-
et.
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We can make all sorts of investments and promote, you know, in-
novative technologies in, particularly, our small and medium-sized
businesses, as my colleague, Ms. Stefanik, just mentioned, which is
a lot of where the innovation is happening.

But those companies are also the most vulnerable as well be-
cause they oftentimes don’t have the same cyber protections and
defenses.

So wondering what you think, starting with you and getting the
thoughts of the others as well, what would be the biggest thing we
could do through, like, SBIR [Small Business Innovation Research]
programs or Small Business Administration to help bolster some of
those fences around those smaller, more innovative companies?

Mr. KITCHEN. Yes, sir. So the fundamental truth that we'’re dis-
cussing is the fact, as I mentioned in my testimony, that securing
nations means securing networks and supply chains.

The first thing we have to recognize is that that is an inescap-
able reality for the foreseeable future. That is going to define how
we think about securing innovation technology.

Relatedly, I think it’s also important that the Federal Govern-
ment recognize that it is now a stakeholder on this issue and not
the stakeholder on this issue, and what I mean by that is you're
right, smaller companies up and down the supply chain do not
have the requisite level of security in the supply chain that is re-
quired.

But I think an honest assessment of what’s recently happened in
the SolarWinds hack demonstrates that neither does the govern-
ment and, in fact, it was the private sector who identified this hack
and then shared that information with the government, despite our
efforts of indications and warning and similar capabilities.

And so the reality is, is that if we’re going to be supplying or,
excuse me, securing the supply chain, this is going to take a level
of integration and collaboration between the public and private sec-
tor that is perhaps unprecedented.

And to put an even finer point on it, I do not believe that there
is a category in which we are able to secure our people and our in-
terest absent a deep integration of the public and private sector at
the level of strategy and policy on this issue.

Mr. Crow. Thank you. Ms. Fox, can I actually go to you next?
Sorry. Because I wanted to pick up on that last point that Mr.
Kitchen just mentioned, that collaboration, which really seems key
here right now.

And, Ms. Fox, since you were formerly in the DOD, you know,
you're acutely aware of the challenges of actually breaking down
those silos. What would be the best way to actually achieve greater
integration between the DOD and those smaller companies?

Ms. Fox. Yes. Thank you for the question. I think that this is a
vital point, and it’s all related to what we have been talking about
already this morning.

I think we need to recognize that we need to more rapidly be
able to upgrade, innovate, and make our systems much more mod-
ern much more rapidly.

Software has been mentioned many times. It’s, obviously, key.
That’s going to require a different approach to our big programs.
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We're going to have to start from the beginning to plan them to be
modular so that they can rapidly upgrade.

Then we’re going to have to create an environment that these
small companies that have these innovations can plug in to these
upgrades so they can provide these new capabilities.

I love the phrase of a JSF [Joint Strike Fighter] as a wrapper
of software. I think that’s going to be true for ships and ground ve-
hicles, many of our large systems, in the future.

That means we have to plan from the beginning to have a col-
laborative relationship with these small companies.

And back to security, there is nothing more important than giv-
ing them a mechanism to plug in securely to defense innovation
and acquisition, which means establishing some kind of a secure
cloud architecture that they can plug into so that they don’t have
to try to lift that cost on their own.

If we put it all on them, we'll never get them into the—into the
plan—into the program. We need to find a way to do that, and
that’s going to take clever new designs, more owning of the system
baseline, the program baselines, by the Department of Defense,
which means more expertise in both how to design and oversee the
development of a program, but also more expertise in innovation
and new technology.

So it’s a lift, but I think it’s possible if we all just kind of work
for it.

Mr. CRoOw. Thank you, and Ms. Coleman?

Dr. COLEMAN. Very briefly. I agree with my colleagues.

One—you know, one thing that we normally don’t think about
when we think about security in the small businesses, there is—
who has access to their technology.

So when I think about security I also think about technology pro-
tection and, you know, starting with creating technology protection
programs for each one of these little companies, the first thing that
you come across is that there’s predatory capital, venture capital
out there, that in many ways co-opts these technologies, even be-
fore the Department knew that they existed.

So in some ways, you know, we lose, you know, right out of the
gate. So making sure, for example, that we have capital that is not
predatory, that is available, and is not foreign, that it’s available
to these small businesses, I think is going to be fundamental to our
success.

Mr. CrOW. Thank you, Chairman. I yield back.

Mr. LANGEVIN. Thank you, Mr. Crow.

Before I go to Mr. Brooks, if I could just remind all members that
under the committee rules, when they’re on—when you’re on for
the hearing, your video has to be visible at all times and, you
know, you can—if you’re going to be stepping away for a minute
you can just leave it going.

If you're going to be leaving for extended period of time or if
you're going to be jumping on another hearing, you should exit the
platform completely. But while you're on the platform, the video
has to be on at all times.

With that, we’ll go to Mr. Brooks for 5 minutes.

Mr. BROOKS. Thank you, Mr. Chairman.
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Ms. Fox and Dr. Coleman, both of you allude in your written tes-
timonies that overcoming the so-called valley of death remains a
significant challenge for the Department of Defense.

For those watching this hearing unfamiliar with the term, it re-
fers to the reality that many promising science and technology re-
search projects ultimately fail to be delivered to warfighters be-
cause they’re never transitioned into acquisition programs once the
technology has been successfully demonstrated.

During my tenure in Congress, I have seen the incredible work
done by private industry and by scientists within the Department
of Defense, like those of the United States Army Combat Capabili-
ties Development Command Aviation Missile Center, formerly
known as the U.S. Army Aviation Missile Research Development
and Engineering Center, or AMRDEC.

Unfortunately, although our science and technology enterprise
consistently produces astonishing innovations in basic research, ap-
plied research, and advanced technology development, translating
those innovations into programs of record that result in weapons
systems being fielded has proven to be difficult.

I'm impressed by the work being done by the services to over-
come this, especially by the Army’s Rapid Capabilities and Critical
Technologies Office with respect to hypersonic weapons and di-
rected energy. But more needs to be done.

Can each of you offer concrete examples of current Department
of Defense efforts to successfully bridge the valley of death and how
those can be emulated across the Department of Defense?

Ms. Fox. Well, thank you for the question. I'm not sure that I
have an exemplary current example to offer you. I do have, how-
ever, a lot of examples of activities that are aimed to try to solve
this problem.

I think you have a lot of work, as you pointed out, in the Army,
but also in the Air Force and the Navy, to do more rapid prototyp-
ing and to try to learn from the rapid prototyping and then select
the technology and move it across.

I think, though, that it fails when we actually try to go across
that valley of death. We have lots of prototypes but what we need
are sustainable programs, and getting to sustainable programs
means that we have to cross over.

But you don’t want the innovation to die once it becomes a big
program, and that’s the problem. Once it’'s in a big program, it
starts to get locked up in the system that produces something sus-
tainable and important, but not necessarily easily innovated and
upgraded.

So what do you do? Well, I think, again, you go back to the very
beginning and we try to design for this from the start by working
with small businesses but also, again, as I said in my testimony,
with the operating forces to understand exactly where we’re trying
to go, what we need, and design these programs from the very be-
ginning to be modular by nature and to allow the new capabilities
to come in and be rapidly upgraded so that they are innovative
from the start.

There are a few small examples of this from our history, but
nothing that I can at least point to right now. Perhaps my col-
leagues have a current example.
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Dr. COLEMAN. So if I may offer one, at DARPA the agency is
working on hypersonics and it’s working actually in very close col-
laboration with the Air Force.

DARPA is building out the air-breathing category of hypersonic
systems which, you know, hopefully, are successful, will be transi-
tions leading to the ARRW [Air-Launched Rapid Response Weapon]
program in the Air Force. So it does happen, but I would agree
with, you know, all the previous statements that it doesn’t happen
nearly as often as it should.

But one of the things that I want to highlight is that this is not
a problem that is specific to the Department of Defense. You know,
working in a research lab for many years, for example, at Intel, we
had lots and lots of innovative ideas that, you know, we have been
able to build out in the lab. Not many of them made it into a prod-
uct.

There’s a big, big road to be—long road to be traveled between
an innovation and actually building something that somebody can
use and I think, again, we can learn a great deal from looking at
the private sector to see how they do this, how they get the years
of innovation and the years of production to come together in a way
that allows—maximizes the transfer of ideas.

I think the private sector has built up expertise in this over
many years that I think we can leverage in the Department.

Mr. BROOKS. Thank you, Mr. Chairman. I yield back the balance
of my time.

Mr. LANGEVIN. Thank you, Mr. Brooks.

Ms. Slotkin is now recognized for 5 minutes.

Ms. SLOTKIN. Great. Thanks for being here and for doing this. I
think what you're hearing from us, we’re sort of—both sides of the
aisle, frankly, asking different versions of the same question, which
is, we have all heard testimony in the last Congress.

We have read the books. We have read the papers. We have
heard from the experts that technology is not being incorporated
fast enough and we're losing that edge to China.

And so I guess—I'm just going to push a little bit on my friend,
Christine Fox, who is the witness who has lived this from the in-
side.

If you were named, you know, in Kath Hick’s position in Deputy
Secretary of Defense again right now and you had to figure out
what you were going to do in the next 2 weeks to try and address
this problem specifically—either from programs within the Defense
Department or coming back to Congress and saying, I don’t have
the flexibility I need from you all, here are the three things I
need—what are the concrete things that Kath or that the Deputy
Secretary Hicks should be doing right now and how can we help
from Congress?

Ms. Fox. Thank you. It’s very nice to see you, Congresswoman
Slotkin.

So, yes, of course. As always, you ask the very hard questions,
don’t you? So 2 weeks. Well, I think in 2 weeks, I would go through
the services and the acquisition community in this side of the De-
partment and I would handpick a very small number of people who
have great experience.
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I would combine them with some people from industry, commer-
cial partners, but also from our UARC [university affiliated re-
search centers] and FFRDC [federally funded research and develop-
ment centers] culture that understand how to actually develop
these technologies and get them into government programs, and I
would give them the task of figuring out how to start designing
these programs from the beginning to be upgradable, rapidly
upgradable, so that we don’t get these systems that stay sort of
stuck, if you will, in time for a very long time, able to accept the
software.

And then I would task them to identify any systems that are at
the very beginning that we could start to apply this to right now.

And then I would start to work with Congress to understand if
there are any new legislation capabilities that we would need to
implement those plans. I'm not sure there are. There is actually a
fair amount of flexibility now.

It’s a question of figuring out how to put this together with this
forward-looking vision from the very beginning. Hopefully, that
would give you a 2-week start.

Ms. SLOTKIN. That’s helpful. Thank you. I'll yield back my time.
I just will say, Mr. Chairman and Leader Stefanik, you know, I
think it would be useful if we got together with the new leadership
at the Pentagon and offered our help if there’s anything we can do
from a congressional perspective to ease some of the restraints that
might be on them at the Pentagon, to moving quicker and incor-
porating.

I don’t know that there is, but, certainly, we could do our part
to try and ease that through our mantle here on the committee.

And I yield back.

Mr. LANGEVIN. A great suggestion. We want to make sure that
they know that they have our support and that we would support
those kinds of changes.

So, with that, Mr. Gallagher is recognized now for 5 minutes.

Mr. GALLAGHER. Thank you, Mr. Chairman.

Mr. Kitchen, you’re familiar with the Bloomberg reports about
Super Micro and the potential CCP compromises of its supply
chain, correct?

Mr. KITCHEN. I am, sir. Yes.

Mr. GALLAGHER. I know that elements of those reports are some-
what controversial. So how, in your opinion, should we on this com-
mittee view them? Or put differently, it seems to me that these re-
ports are a big warning sign, a giant sort of neon flashing sign that
hardware manufactured in China, even under the auspices of an
American company, could be subject to compromise. Do you agree
with that assessment?

Mr. KITCHEN. Absolutely.

Mr. GALLAGHER. And should the Department of Defense or, real-
ly, any entity whose product stores or transmits information that
is sensitive in nature be sourcing electronic components of its sup-
ply chain from China?

Mr. KiTCHEN. If they choose to do so they're assuming a signifi-
cantly high level of risk, and that level of risk seems to be esca-
lating.
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Mr. GALLAGHER. So I guess if we zoom out, I mean, what do you
think are some of the lessons of this Super Micro story and how
would you sort of encourage the committee to view it?

Mr. KITCHEN. So, thank you, sir. As you said, there are some
missing pieces in the Bloomberg reporting, but it gained the trac-
tion that it did precisely because the threat is real.

So whether the specific instances described are correct or not, the
threat of supply chain interdiction and the use of software and
hardware to then gain access to critical systems is absolutely the
case.

It’s the thing that individuals in the information security envi-
ronment know is out there and it’s particularly—the Bloomberg ar-
ticle highlights hardware.

But I think things like SolarWinds and other recent activity
demonstrate that it’s actually software that is the most critical
issue. Hardware, certainly, is important and cannot be ignored.

But hardware is the kind of thing where you can identify
changes in manufacturing and physical changes and things like
that. But when it comes to software, you know, a major platform’s
gonna have millions of lines of code, and keeping a regular assess-
ment and awareness of any changes going on in that code is a Her-
culean effort.

And so the bottom-line answer to your question is, is supply
chain security is a critical factor that we’re only really beginning
to acknowledge, let alone address.

Mr. GALLAGHER. I thank you for that. I'd also like to draw atten-
tion to a recent report that seems to indicate that Oracle has been
marketing its products to Chinese security services, including, re-
markably, authorities in Xinjiang and the PLA.

I guess to put a fine point on this, Mr. Kitchen, should any—in
your opinion, should any American defense contractors be pursuing
business with the Chinese government, let alone the Chinese mili-
tary?

Mr. KiTCHEN. So I have no special insight into Oracle’s activities
in China. I will say, however, that any company offering data and
analytic services to the Chinese Communist Party and its regime
of oppression deserves to be publicly shamed and should be thor-
oughly reviewed before receiving any contracts with U.S. Govern-
ment.

Companies that provide these services are enabling human op-
pression at scale and with a type of ruthless efficiency, and I,
frankly, don’t trust anyone who prioritizes those kinds of profits
over human dignity.

Mr. GALLAGHER. Thank you for your candor. And I yield back the
balance of my time.

Mr. LANGEVIN. Thank you, Mr. Gallagher.

The chair now recognizes Ms. Escobar for 5 minutes.

Ms. EscoBAR. Thank you, Mr. Chairman, and thank you, Rank-
ing Member. And many thanks to our witnesses. This has been a
really great hearing, an important one for us to begin our work
with.

I found many of the comments and the statements in your testi-
mony really fascinating. But one of the ones that I most appreciate
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is Mr. Kitchen’s statement that we need more engineers and coders
than we need lawyers.

And no offense to any lawyers in the room. But, you know, I rep-
resent a district that has a university that is creating lots of these
engineers and coders and with a special focus on additive manufac-
turing and 3DI printing, an area that I think is completely under-
utilized by the DOD.

And so I'd like to hear from our witnesses what their thoughts
are on linking up—where we could do a better job of linking up
with universities and that talent in those engineering departments.

And, Mr. Kitchen, maybe you can go first.

Mr. KiTCHEN. I suspect my fellow witnesses will have deeper in-
sight into that. I'll simply say that, as I mentioned previously, that
deep connection between the private and public sectors on how to
go forward absolutely includes private sector research and univer-
sities.

It’s often discussed, but not often in detail, the critical gap in
terms of our national needs for engineering expertise and other rel-
evant technological expertise and what we’re producing domesti-
cally.

And our ability to attract and retain global talent is going to be
critical, and often that pipeline flows through the university sys-
tems.

Ms. ESCOBAR. I agree.

Ms. Fox and Ms. Coleman, would love your thoughts.

Ms. Fox. Thank you. Thank you for that question. I think uni-
versity research is key and I completely would agree with what my
colleague, Mr. Kitchen, has just said. We don’t have enough great
minds in this country able to meet all of these fabulous technology
innovation opportunities and challenges, for that matter.

The more that we can work with universities, the more that we
can tap the expertise and encourage more and more U.S. invest-
ment in STEM education to build more and more of this capability
and capacity, the better.

But we do definitely—from the DOD perspective, there needs to
be strong partnership with academic research at the very begin-
ning of what we have been talking about this morning leading to
this innovation.

Ms. EscOBAR. Thank you. Ms. Coleman.

Dr. CoLEMAN. Thank you. So I don’t know where to start. You
know, I live here in Silicon Valley right next door to Stanford. I
work at Berkeley. You know, these universities are creating entire
industries, entire communities.

I think building stronger links between the defense mission and
both the research that is done at the schools as well as the grad-
uates that work for 2 to 3 years is absolutely essential.

I don’t think, honestly, that we pay enough attention to this. I
don’t think we pay enough attention to it even from an investment
perspective.

I mentioned briefly the STEM program that the Department has
been running for some years. It’s approximately maybe 3,000 stu-
dents a year, Ph.D. students a year. We should be doing 10 times
that.
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You know, you only have to look at the backgrounds and, you
know, countries that students come to our shores in these high-tech
domains to see that others are making much greater investments
in supporting the growth of a domestic workforce that is essential
and can help us, you know, not only building the technology but
also transition them.

And it goes, really, hand in hand with this notion of building, re-
building, supply chains here at home. You know, what will it take
one day for us to be able to make an iPhone here in the United
States?

Lots of things must take—need to take place including, for exam-
ple, manufacturing—obviously, manufacturing technologies. Where
is that going to come from? It is going to come from the labs in our
universities.

The other thing, of course, we need to be careful about is that
there is the “valley of death.” This was mentioned today already.

So as we support our universities to create innovation, we also
need to support them to scale that innovation to show that it can
succeed, to give them the tools to enable the transit of that innova-
tion from the lab to production to products of record.

It doesn’t happen if we don’t plan for it, if we don’t resource it,
if we don’t work on it. Thank you.

Ms. EsScOBAR. Thank you so much. I couldn’t agree more. I hope
this committee changes that, Mr. Chairman. I yield back.

Mr. LANGEVIN. Thank you, Ms. Escobar. The chair now recog-
nizes Mr. Gaetz for 5 minutes. Is Mr. Gaetz still there?

Mr. GAETZ. Sure. There we go. Thanks for unmuting me, Mr.
Chairman, and grateful to be on the subcommittee with you and
the ranking member. I'm admirers—I'm an admirer of both of
yours.

I had questions for Dr. Coleman. But Mr. Kitchen’s response to
Mr. Gallagher’s question was so sweeping and inspirational I have
a bit of a follow-up.

Mr. Gallagher was asking you about Oracle. But I have to ask
if those same statements you had about it being, you know, essen-
tially unpatriotic for these U.S. companies to be supporting this re-
gime, have you followed the collaboration that Google is doing in
China and does that trouble you to the same degree?

Mr. KiTcHEN. Thank you, Congressman. In my answer to Con-
gressman Gallagher, I mentioned that I had no special insight into
Oracle but that I would reiterate that any company who provides
material support to the CCP is enabling human oppression at
scale.

And so I would say any company who’s materially doing that
would stand under the same condemnation. The only thing ——

Mr. GaeTz. Have you followed Google? Have you followed
Google’s collaborations in China?

Mr. KiITCHEN. So far as I understand, number one, I'm not—I
don’t represent Google or anyone else. I'll simply say that what I
understand Google to be doing in China exists primarily in terms
of research.

I know that they have an artificial intelligence research center
there. I believe part of the controversy that they’ve ensued over the
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last several years is because they were considering going back into
business there, which I don’t understand them to be currently.

Mr. GAETZ. So, Microsoft, similarly, has one of those Al collabo-
ration innovation centers, just like Google does, in China. Does
that give you concern for the resiliency of those companies?

Because one of the overall themes of all the opening statements
today was that we are relying increasingly on the commercial en-
terprises within America to fuel innovation. But if they are driving
that innovation, in part, from centers in China, you know, should
that give us some concern?

Mr. KITCHEN. I think companies who are doing a large portion
of their innovation and R&D in China, obviously, are assuming a
high level of risk.

I believe that that level of risk is reaching a point to where the
United States Government now has to consider the implications of
that as they think about how they’re going to work with any com-
pany.

Mr. GAETZ. Yeah. No, I appreciate that, and I know Mr. Galla-
gher and many others, Mr. Banks, you know, on the committee
who see China for the threat they are will likely take that testi-
mony to heart.

Dr. Coleman, your opening statement struck me because it
seemed that what you were saying is that, you know, when the
greatest minds in America at our greatest companies were working
with military, we have the greatest technological edge on the
world.

But, increasingly, today, the greatest minds in America are
working on likes and clicks and video views and consumer activity,
and that has coincided with an erosion of the technical edge that
we have on the world.

At the same time, Mr. Kitchen is telling us that these very com-
panies that are driving the likes and the type of commercial activ-
ity are now creating innovation centers in China.

Have I understood your testimony correctly? Because it seems to
me that that is, you know, a far broader problem for the country.

Dr. COLEMAN. I completely agree with you, sir. I remain con-
cerned about both overt and not so overt activity by the CCP in
many of the high-tech areas that are of interest to us, both com-
mercially as well as in terms of national security.

One thing that my colleague on here is very familiar with is the
co-opting that often takes place. If you are going to do business in
China, there are certain preconditions for admission to that mar-
ket, and that is artificially constraining growth and markets for
our companies.

It is a conundrum, especially in companies that require very,
very significant capital in order to operate. If you take the semicon-
ductor business, for example, they need to have access to those
markets in order for them to create enough profit to continue doing
the R&D that is needed to develop high-end products.

I think we need, as a nation, to find a solution to this, to stop
these predatory practices by China so that companies can deliver
their products in those markets without at the same time co-opting
their technology.
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I will also take the opportunity of your comment to speak about
my great concern around digital authoritarianism and the export
of it by the Chinese government.

They are masters at blocking sites. They are masters at filtering
what information arrives at what person. They are masters at
flooding the network with misinformation, and they are also mas-
ters of co-opting social media.

It is a significant concern. I don’t believe it’s a concern that we
in the national security community have addressed so far, and it’s
something that I would really like us to spend a lot more time and
thinking on so that we can figure ways of countering it. Thank you,
sir.

Mr. GAETZ. Thank you. I believe it was former President Clinton
who said saying that the Chinese could control the internet would
be like saying that they could nail Jell-O to the wall.

So it appears, based on your testimony, they figured out how to
do that. I appreciate the chair’s indulgence and I yield back.

Mr. LANGEVIN. Thank you, Mr. Gaetz.

Ms. Houlahan is now recognized for 5 minutes.

Ms. HOULAHAN. Thank you, Mr. Chair. Thank you to all of you
all for joining us today.

I have a question for Dr. Coleman that has to do with some of
the comments you were talking about, about the importance of ex-
panding the STEM workforce and the SMART Scholarship Pro-
g}ll'am. And you did, you know, kind of go into some depth about
that.

But I'm still trying to figure out how do we actually do what
you're asking us to do. One of the recommendations of a recent
study was that we create a sort of a STEM Academy, an equivalent
of the Air Force Academy, Naval Academy, for people with degrees,
rather, in STEM and STEAM [science, technology, engineering, the
arts, and mathematics].

Is that something that you’re talking about? Is that—can you
give me some concrete ideas of how we can increase the pipeline
of STEM talent in this country?

Dr. CoLEMAN. Thank you. I would love to speak on this. First
and foremost, I think we see the number—increasing the financial
supports that we offer to, you know, to domestic students. You
know, people, frankly, down the line could actually obtain a secu-
rity clearance so that we could bring them in to the Department
in the roles that we so critically need to have filled.

It is—you know, doing a Ph.D. in a high-end institution, and I
should know, my son graduated just before Christmas with a
Ph.D.—it is a very significant commitment, both financial and time
commitment.

So two things need to happen. One is that money needs to be
available, and why is it that we are only sponsoring 3,000 students
a year?

I don’t have the numbers for China, but I can guarantee it would
be in the hundreds of thousands, as opposed to 3,000.

The other piece of that, though, is once someone has made the
investment and the choice to go and spend 5 years getting a Ph.D.
in a topic, they will have an expectation to get a good job here at
home.
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Today, for many of these technologies, microelectronics and semi-
conductors, which is something that I have worked on for quite a
while, those good jobs today are in Taiwan. They are not here do-
mestically.

So there is a vicious cycle. People who don’t go into these dis-
ciplines because they can’t get good jobs here at home.

So as well as growing the STEM workforce, at the same time, as
I was saying earlier, we need to start an effort to rebuild our indus-
trial commerce, and we can do so. We can do so, you know, by
bringing back, you know, businesses or products that somehow we
thought was okay to outsource.

Well, you know, it’s not okay to outsource them because eventu-
ally you lose the know-how that is needed in order to innovate be-
cause people, students, families will not choose to go and study
these topics that are essential if you're going to innovate, say, in
semiconductors. So it all comes in a big circle.

Ms. HouLAHAN. Thank you. I have only a couple more minutes
of my time. Another thing that we didn’t really touch on yet in this
conversation is how we can integrate our friendly international
partners and allies into all of these conversations.

Mr. Kitchen, you’re nodding your head. Is there some kind of
conversation that we should pull in all of those allies of ours across
the—across the globe as well into this?

Mr. KIiTCHEN. Yes, ma’am. I couldn’t agree more. The United
States simply just can’t—it’s not a turnkey thing where we turn on,
you know, an entire ecosystem of innovation that covers every
emerging technology.

And more to the point, even if we did, we need our partners and
allies to be able to come alongside us, concurrently, for their own
security. We have international agreements and partnerships like
NATO [North Atlantic Treaty Organization].

The 5G conversation illustrated this very clearly. And our re-
sponse to 5G now within our group of partners and allies, particu-
larly in Europe, I think is also illustrating the way forward.

So as we have prevailed upon our friends in the United Kingdom,
in Germany, I hope in France, I hope—and I hope in the broader
European Union, we’re going to see both the need and, I think, the
reality of deeper, more sustained cooperation where we are mutu-
ally encouraging and supporting one another’s technological devel-
opment, not only to include and facilitate interoperability but our
own individual and corporate security.

Ms. HOULAHAN. Thanks. And with the last half minute or so,
several of you have made a comment which kind of says, effec-
tively, well, there really isn’t anything standing in our way of cre-
ating, you know, these awesome pipelines of technology and talent
legislatively. We just need to culturally change.

Is that—is that fair? Like, several—at least two of you-all have
said that during this discussion, and I was struck by it. Is that
something that I should be taking away from this conversation or
did I mishear?

Ms. Fox. You didn’t mishear me. I do think that we need to con-
stantly be looking for obstacles in our way. So I wouldn’t ever as-
sert there’s nothing.



25

But there’s been a lot of positive change and I do think we need
different approaches, different conversations. Those are cultural, in
large part.

There are lots of important reasons. We should recognize that
the culture makes it difficult. They’re doing important things now,
but we also have to change.

Ms. HOULAHAN. And I'm afraid I've run out of time and I have
to yield back, and I appreciate your time.

Mr. LANGEVIN. Thank you. I just recognized the vice chair of the
subcommittee. Thank you for your line of questions.

Ms. Bice is now recognized for 5 minutes.

Mrs. BicE. Thank you, Mr. Chairman, and thank you to the wit-
nesses for being here today. This is such an important topic we are
discussing because the conflicts of tomorrow will truly be won or
lost by the investments that we make today.

Dr. Coleman, you mentioned earlier the role of venture capital in
this space. What approach do you think Congress should take to
protect predatory venture capital firms from overtaking these
smaller firms who may be working on classified programs that they
may not be able to fully divulge or disclose?

Dr. COLEMAN. Thank you. I love that question. Thank you so
much for asking it.

As the CEO of a new startup that is trying to, well, raise capital
for my company, I experienced that very personally.

You know, one of the things that we did right was the passing
of FIRRMA [Foreign Investment Risk Review Modernization Act of
2018], the rejigging of CFIUS [Committee on Foreign Investment
in the United States] to also include investment within the pur-
view, and this is what’s really worth hearing about.

Entire companies, venture companies that used to pump Chinese
money into small startups have gone away. They’ve chosen to go
away. Not all of them. The problem is we didn’t replace them with
trusted domestic capital.

So you now have a situation where a company that would have
access to Chinese money, they no longer have access. What hap-
pens to them?

I have been worrying about this now for years because I experi-
enced it personally, and luckily for me and my company, we were
able to raise a good Series A and move forward.

I think that we should be thinking very seriously about reform-
ing SBIR or creating additional programs to make trusted capital
available to small businesses. At DARPA, you know, we started
pushing a little bit down this path by creating the National Secu-
rity Seed Fund.

So we took a little bit of money away from SBIR allocation and
we said, we’ll turn this into the seed fund. So, first of all, it would
be—it’s available to companies to bid at any time on any topic, and
then the funding that they would—they would take from that
would be used to build products, to hire salespeople, to build out
the business pretty much the same way as venture capital is being
used.

So we do that. It was $35 million. It’s a drop in the bucket. I
think the only reason why we did it, really, is to show what is pos-
sible within existing authorities.
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I couldn’t—I couldn’t say—I couldn’t put it in even stronger
terms. We have a “Houston, we have a problem.” We need to do
something to replenish the Chinese capital that left town. Thank
God they’re dead. I'm very glad. They should go somewhere else.
But we should be doing something to replenish it.

Mrs. BicE. And Dr. Fox or Mr. Kitchen, do you have any com-
ments on that?

Ms. Fox. So I think that Dr. Coleman—and I'm just Ms. Fox. I'm
Sorry.

But Dr. Coleman makes a very important point. We need to be
very aware of what China is doing and take actions to bolster secu-
rity, and kicking out the Chinese money for venture capital is a
step in that direction.

But the most important thing I believe that we can do is invest
in ourselves and we need to really look hard at where those invest-
ments are needed, and I think those investments are needed in
things we’ve talked about today: STEM education and in investing
in our small businesses and in our own innovative culture, and,
franﬁdy, in our government innovation and our government-funded
work.

If we invest in ourselves, I truly believe that we can make a lot
of progress here, and we have kind of gotten out of the habit of
looking at that.

Mrs. Bici. Well, Ms. Fox, thank you for that comment because
that leads me into the second question, which is really about the
education piece of this. 'm concerned that we aren’t doing enough
focus on an emphasis on STEM programs for young people in the
country.

I actually met with the dean of engineering at one of the colleges
in my State, Oklahoma State University, and was shocked to find
out that a very small fraction of students that are graduating from
some of the largest high schools right around Tinker Air Force
Base were actually entering STEM programs after high school.

What do you think we should be doing either through Congress
or what the—what should the DOD be doing to sort of foster those
relationships and make sure that kids are exposed to STEM and
that they’re looking at STEM -certifications or degrees that will
help us down the road?

So to Dr. Coleman’s comment earlier, we don’t have enough of
t}ﬁosg folks. We need to foster it at an earlier age. How do we do
that?

Ms. Fox. So I can take a stab at that. I believe that if—there’s
not a silver bullet here, obviously. I think that this needs to be
something that we understand and there should be incentives put
in place for everything, every company, every organization, every
government-funded lab, like APL, to be engaged in reaching out to
the STEM education community and get kids as early as possible.

Just one tour of our lab that I've seen over and over and over
has turned young girls around into going into STEM education. It’s
so rewarding.

We have many programs but we don’t have enough. I mean,
there’s just—again, investing in ourselves, investing explicitly in
programs that engage kids early and from all walks of life and all
economic levels.
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We really can’t afford to leave a great mind behind. This is—this
is a race and we have all been talking about the importance of it.
We have got to tap our talent.

Mrs. BIiCE. Well, my time is expired. I want to thank you for the
questioning and I will add that I am the mother of a daughter
who’s in an engineering program in college. So I agree with what
you're saying there.

So, thank you. I yield back, Mr. Chairman.

Mr. LANGEVIN. Thank you, Ms. Bice.

Mr. Morelle is now recognized for 5 minutes.

Mr. MoORELLE. Thank you, Mr. Chairman. This is a really criti-
cally important subject so I appreciate you very much starting our
efforts focused on it.

And I want to thank the witnesses. This has been a fascinating
conversation. I'll admit most of my work on innovation policies at
the State level involved commercial innovation.

For instance, the “valley of death” that we talk about in that
space is really a company, usually a small company, perhaps not
capitalized, that has innovations but can’t get to the marketplace
fast enough and get to a revenue positive position.

So learning about it from a national security perspective in this
context is new to me.

I was very interested in the comments about stem cell, or STEM
education—stem cell—STEM education, something I worked on as
well as workforce and supply chain disruptions.

One of the other things I've worked on in the State level is or-
phan technologies where innovators would be working on advances,
but because it wasn’t central to their mission they would often put
things to the side.

And we did some interesting work in New York trying to take
those innovations and use them in places, perhaps with other com-
panies, that could make a connection. I don’t know whether that’s
something that is done in this space.

But I think for now, as I'm a new member, and, clearly, I'm just
beginning the journey on how all this relates in terms of innovation
policy to national security, I think I'm going to submit questions for
the record.

And with that, I, again, appreciate the witnesses, appreciate the
subject very much, and I will yield back the balance of my time.

Mr. LANGEVIN. Okay. Thank you, Mr. Morelle.

The chair now recognizes Mr. Franklin for 5 minutes.

Mr. FRANKLIN. Thank you, Mr. Chairman, and our panelists
today. I really appreciate your time. It was a very, very important
topic. We spent a lot of our time today talking about the acquisition
process and the need for change there.

As a former operator, retired Navy pilot, I experienced that on
the end of the whip a lot of times, just anecdotally, frustrations I
had as an operator. We just never being able to seem to get tech-
nology that was readily available on the civilian side quickly
enough on the military side.

As an example, in the early 1990s, we were patrolling no-fly
zones in Iraq. We were actually having to go to Bass Pro Shops to
buy Garmins to use for GPS [Global Positioning System], even
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though it was readily available in the outside but wasn’t available
in any of our aircraft.

Then later on after I retired, started flying on the general avia-
tion side and realized that we had technology in civilian airplanes
that anyone could go out and buy that we still didn’t have in our
most advanced fighters.

So we have always had that lag. It’s a cultural challenge that we
have known has always existed and, to me, I think some of that
is we know that the DOD doesn’t typically reward risk taking and
innovation. It’s a system that kind of gravitates towards inertia
and that tends to be rewarded a lot of times. So I think we do need
to make changes there.

And then now, as a civilian on the outside working with a lot of
companies that—entrepreneurs that work in the defense space, the
idea that—the concept I hear over and over from them is that we
have great ideas that we would love to share with DOD but that’s
where good ideas go to die, and that they can monetize those, get
them to market, and do things more productive in working with
the civilian sector.

But Ms. Fox, I was very encouraged to hear your commentary
about the progress that we have made culturally. Actually, for you
and for the others, I would love to hear what we can do to continue
to foster within DOD the type of mindset that we’re going to need
to bring these technologies to market faster.

Ms. Fox. Yes. Thank you, sir, for the question.

I believe that we have made progress in the recognition that we
need to move faster, that innovation is key, the rapid prototyping,
the demonstrations. There’s so much activity here.

What I think we need to now do is to translate the activity into
programs that are sustainable but also rapidly upgradable. As
you're talking about, the frustration of having to go out and buy
a GPS, I remember when that happened.

It’s almost—it’s appalling to think about it. Yet, when you recog-
nize that it has to be integrated into a program, it’s under, you
know, a prime contractor, there’s rules, it has to be checked out
and tested and so forth, you can start to see how that would hap-
pen.

That’s what has to change. We have to plan for that at the very
beginning. And so I think that the culture is recognizing the need
for change. I think the Hill is recognizing the need for change. The
need to take more risk is being recognized.

Now what we need to do is figure out how to do that and with
purpose. So we need to have priorities. We need to do design from
the very beginning. We need to lay out this plan, but we need it
not to be a plan that goes for 50 years, but much more rapid term.

I think those are steps that need to be taken. I think there’s
awareness they need to be taken. It’s just—it’s hard. I mean, let’s
not underestimate; this is hard stuff to change. But we do need to
keep pushing on everyone to make those changes, as this hearing
is doing today.

Mr. FRANKLIN. Well, it does seem that the special operations
forces have been able to do a better job over time of getting things
that they need, whether it’s off-the-shelf technology and out into
the field more quickly.
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We have made some special dispensations for them to do that.
Are there areas that we can extend that across other parts of the
Department of Defense?

Ms. Fox. You know, there are other aspects of DOD that are
looking at the special ops, as I understand it. The cyber area is one
that’s, obviously, considering these kinds of rapid acquisition au-
thorities.

But we ought to keep in mind that the special ops community
leverages the acquisitions of the services and then they upgrade
from there.

We can certainly learn lessons from the special ops experience
into how they’ve been able to do that and what they look for in the
platforms that are being procured by the services that lend them-
selves to that kind of rapid upgrade capability.

So I think there are lessons to be learned there. I'm a little hesi-
tant to say that we should just use that model for all of our acquisi-
tion because we do need to keep in mind these things have to go
out to lots of forces, as you experienced, and be sustainable and be
trainable.

And so it’s a big lift. Again, I don’t think we should understate
the value of the acquisition system that has produced some of the
absolutely, I think, unquestionably finest warfighting equipment
ever. We just need it to move more expeditiously with some
changes to the model.

Mr. FRANKLIN. All right. Thank you.

Mr. Chairman, I yield back.

Mr. LANGEVIN. Okay. Thank you very much, Mr. Franklin.

Are there any members that have not been present or online that
have not been recognized for a first question? Okay. Hearing none,
we're going to go to a second round of questions. And Dr. Coleman,
if I could start with you.

With your experience in Silicon Valley, where many companies
struggle with diversity and inclusion, aspects that are vital to pro-
ducing novelty and innovation, can you tell us your perspective of
how the Department is doing in nurturing a diverse S&T work-
force, and what must the Department do to strengthen its work-
force so that it can face the challenges coming over the horizon?

Dr. CoLEMAN. Thank you, sir. I appreciate that question, and in
many ways, it speaks to my own experience as an individual in the
S&T enterprise.

I want to reflect a little bit in this situation. In my previous
agency, you know, at DARPA, we were 85 percent white, 70 per-
cent male, 30 percent female. And we know—we know that compa-
nies that favor diversity in the ranks are much more likely to have
above average profitability.

I don’t think, you know, DARPA or the DOD in general is any
exception—any exception to that.

How do you change it? I think, first of all, it is extraordinarily
difficult, and it’s extraordinarily difficult not because people don’t
want to change it, but because we, you know, culturally, will we
hire—you know, there is this adage “like hires like.”

We are comfortable with people that look like us, that sound like
us, that have done the same things as us.
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We have to work against that impulse. We have to be mindful.
We have to create pathways and we have to create metrics that
support the change. Otherwise, sir, we will never have change.

I will tell you, in my own personal, you know, life now as a pri-
vate citizen, what do I do? I do mentoring. I go out of my way to
help people that want to be part of the S&T community for na-
tional defense but for one reason or another are not able to.

And I open up doors, I work with them, because it’s not just
about getting through the door. So it’s also about giving them the
tools that they need in order to succeed once they are—they are in-
side the organization.

Understanding what makes somebody succeed as well as some-
body getting hired is really important. I have not seen a ton of em-
phasis on this. I would like to see a great deal more.

I do know that it can really pay dividends. At the Wikimedia
Foundation, after many years of effort, we got to a place where we
really have much more balance. It took a ton of work. It is—you
know, it’s aspirational but it’s also something that we have to real-
ize we have to work at. It just doesn’t happen because we desire
it. It happens because we work on it. Thank you.

Mr. LANGEVIN. Thank you, Dr. Coleman.

Last question I have is of Ms. Fox or Dr. Coleman.

There is currently a pause in the Defense Federal Advisory Com-
mittee Act, FACA, boards, including the Defense Science Board and
Defense Innovation Board during a 6-month review.

Understanding the importance of these boards, what would you—
what would your recommendation be for the vision of these two
boards, going forward? Again, just briefly.

Ms. Fox. Yes. Thank you for the opportunity.

I think these advisory boards are potentially very important, and
I think they have played important roles in the past. I think that
the opportunity to kind of rethink them and stand them up again
gives us a chance to refocus the membership on some of the very
issues we're talking about this morning.

I think that for the Defense Science Board, for example, there
are some notable experts that have been on the Defense Science
Board that should, hopefully, have the opportunity to come back.

We need experience. But we also need new voices, voices that un-
derstand Silicon Valley, voices that understand the challenges of
defense acquisition today, voices that understand diversity and
STEM education and many of these challenges.

And so I would look at this as an opportunity to think about
what are the challenges the Department is most struggling with,
like the ones we are talking about, and how do we tailor the rep-
resentation to get us the best advice going forward.

Mr. LANGEVIN. Thank you.

Dr. CoLEMAN. I had the privilege of serving on the Defense
Science Board for about 5 years. I have to say that it has been, pro-
fessi(l)nally, just a remarkable run. These boards are full of brilliant
people.

Honestly, I would look around and I would think to myself, how
come they let me in here. Just incredible individuals, and I know
that even in the 5 years I have been associated with them, a great
deal of contribution has been made.
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Providing the kind of independence, that deep expertise that oth-
erwise might not be available to the Department, I think, is funda-
mental. I do agree with my colleague that we—there’s nothing that
is so good that could not be made better.

This is a great opportunity to take stock, to make sure that the
goals are right, that they—the number of members that each board
has is sufficient to support the needs that the Department has and
also making sure that we have the right composition in terms of
all these challenges that we spoke about today.

I think it’s a unique opportunity to reconstitute them to be even
better than they were in the past, and they were pretty good in the
past.

Mr. LANGEVIN. Very good. Thank you.

I'm going to now—I understand that the ranking member did not
have any other further questions. So in that case, I'll go to Ms. Bice
for 5 minutes.

Mrs. Bick. Thank you, Mr. Chairman.

Dr. Coleman, you mentioned earlier that China works with the
commercial sector to advance their initiatives. What can we do to
remove barriers between DOD and commercial innovation?

Dr. COLEMAN. Thank you. This is—this is what—you know, this
is the single biggest, you know, question and maybe I can relate
some of my own kind of experiences.

You know, first of all, you know, these worlds, honestly, kind of
the west coast world and the east coast world are very, very sepa-
rate. It’s very rarely the case that there is cross talk.

But that has implications. If you want to be—to be effective in
the national security enterprise, for example, requires a security
clearance. There are many, many people here in the west coast
community that would not qualify or they would not care to qual-
ify. So that’s one piece.

The other piece is what forums do we share. How do we—how
do we speak to each other in such a way that we can leverage the
best from each side?

You know, I served on the Defense Science Board for 5 years. I
had this little company I was trying to get funded. I did not know
where I could go to ask for support for this company in the DOD.

If T don’t—if I didn’t know that, what chance does the average
CEO or startup founder from Stanford or Berkeley have? You
know, where is the door? Where is the entrance that people can
come and knock and say, I have this incredible idea that I think
could change a number of things in the DOD enterprise.

I was—you know, one of the initiatives that I started at DARPA
was to create, first of all, a base right here in the Bay Area where
DARPA PMs [program managers] could come and do their work,
which would be great because then they could form the relation-
ships with local universities, with a lot of the entrepreneurship
community, and then things flow.

But also, honestly, creating a visible door. Our notion was, and
I hope that, you know, DARPA will pursue this, was to create a
physical point of presence in a high foot traffic area like downtown
Palo Alto, maybe in San Francisco, maybe in Berkeley, a little bit
like the Apple store.



32

You can walk in and you can see incredible displays showing you
the latest and the greatest and the needs. And, you know, you can
book an appointment with Genius Bar to go and talk to somebody
from the DOD to say, hey, I've discovered this thing.

Is there something that I could do in order to enhance your mis-
sion with this and, if so, who do I talk to? What programs would
I have access to? How do we work together?

You know, let’s not underestimate the value and the importance
of physical presence in relationships and networks. It’s all about
building that—you know, that human kind of network that would
allow us to flow innovation and people from one side to the other.

Mrs. BICE. Thank you for that.

Mr. Chairman, I yield back.

Mr. LANGEVIN. Thank you, Ms. Bice.

Next is—I understand that Mr. Khanna is there and has not yet
asked a question. So I'm going to yield to Mr. Khanna. Is Mr.
Khanna there and unmuted? Okay.

If not, then we will go to Mr. Morelle for 5 minutes.

Mr. MoORELLE. Well, thank you, Mr. Chairman. I passed earlier.
But since I'm getting a free shot, I'm going to ask questions of
these witnesses, if I might.

I was talking earlier about sort of my experience in the commer-
cial world and, you know, there among innovators it was often hard
to get people to collaborate because they were stymied by the need
to make their innovations profit-making so they’d keep things in a
proprietary way in sharing information.

I mentioned my work on orphan technologies. At one point, we
did something in New York. We went to a number of large compa-
nies. Eastman Kodak, for instance, had done some work with light
spectrum because that’s, obviously, light and optics and imaging is
their specialty.

But they had technology that they didn’t use. Anyway, another
company came along, observing that there was a database with
this technology in it as part of our orphan technology initiative.

They used it, put it into a product, but they haven’t been very
successful with it.

On the national security side, and I apologize, I'm brand new so
this will probably be an ignorant question. But how do you encour-
age innovation among companies that would perhaps accelerate the
development of their work when you still have the need to make
sure that you're protecting national security?

Obviously, that’s the—you know, the most important thing. But
is that ever a problem or does this not present itself, and if it is
a problem, are there ways that you’ve thought of that we could re-
solve it to continue to maintain national security but accelerate the
development of promising technologies?

And I would ask any of the witnesses.

Mr. KiTcHEN. Sir, I'll briefly respond and then I'll defer to my
colleagues.

The point you raise is real and it is persistent. It is a persistent
challenge, and it’s reflected in the—in the government sphere as
much as it is in the private sphere.
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However, I think one of the key points that I would encourage
everyone to take away is that that’s not one of the decisive prob-
lems.

We are having a hard time ingesting the technology innovation
that we have, and that we’re actually being flooded with new tech-
nologies, whether they be completely new or even just recombinant
innovations.

And so the key barrier to entry is our ability to, again, ingest
that information. Our private sector does a phenomenal job of
building a diverse innovation ecosystem and working together col-
laboratively when everybody understands that it’s in their respec-
tive interests.

The only other thing I'll say specific to your question is that to
the degree that we can bolster intellectual property protections in
the private sector, we will enable and enliven that type of sharing
when people feel safer to do so.

Mr. MORELLE. This problem—yeah, I'm sorry, Mr. Chairman. I
just wanted to follow up.

So in a sense, you don’t—there’s no concern that the integration
of different innovations might allow us to essentially make—to
leapfrog in terms of time the development of new technologies?
That would not be a concern and that’s not something that I should
be thinking about in this space?

Mr. KiTcHEN. Well, sir, I wouldn’t say it’s not a concern, and I
wouldn’t presume to tell you what you should—what you should be
spending your time on.

I'll simply say that as we talk about innovating in the defense
space, that is a secondary concern relative to our general difficulty
ingesting innovation that we already have.

Mr. MORELLE. And I'd just be curious, in the remaining mo-
ments, whether or not Ms. Fox or Dr. Coleman might have any
comments on that.

Dr. CoLEMAN. I think, just, you know, reflecting, I agree with my
colleague. But I will also say that, you know, the biggest—the big-
gest problems that we have as a society, as a Department, often-
times can be solved by very determined innovators from the private
sector.

Ms. Fox. If I could pile on to ——

Dr. CoLEMAN. Goodbye, Christine.

Mr. LANGEVIN. I think she froze. Yeah.

Dr. CoLEMAN. I would just like to bring up the example of Steve
Jobs. He changed the world. He wouldn’t take no for an answer.

So I think, you know, if you see orphan technologies, you know,
what I would say is encourage people to find new ways of using
them, licensing.

You know, if it doesn’t make sense within the portfolio of one
company, maybe there’s another company that can—that can make
use of them. There are many ways that you can take things, dust
them off the shelf, and put them to good use, and I would highly
encourage that.

Christine, you're back.

Mr. LANGEVIN. Yeah. Ms. Fox, you were—you were—you froze up
so we didn’t hear what you had to say. Did you want to add to the
discussion?
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Mr. MORELLE. I suspect she’s frozen again, Mr. Chair.

Ms. Fox. You know, I can

Mr. LANGEVIN. Yeah, go ahead. Oh. I think we’re having tech-
nical difficulties there.

Mr. MORELLE. Very good. Thank you, Mr. Chairman. I yield
back.

Mr. LANGEVIN. Okay. Thank you all very much.

Before we close out the hearing, are there any other members
that didn’t get a chance to ask a question? Okay. Very good.

Well, with that, I just want to thank our witnesses, Ms. Fox, Dr.
Coleman, and Mr. Kitchen. Thank you for what you had to say
today. Very helpful insights. We appreciate——

Ms. Fox. I'm sorry. Can you hear me?

Mr. LANGEVIN. Oh, go ahead. Ms. Fox, did you want to try again?
Ms. Fox, did you have something to add? Okay. Somebody was just
speaking. I'm not sure who that was.

Ms. Fox. Mr. Chairman, can you hear me? I'm sorry.

Mr. LANGEVIN. Yes. Go ahead. Go ahead.

Ms. Fox. Thank you.

Mr. LANGEVIN. Yeah. Unfortunately, I think you're having tech-
nical difficulties on your end and it keeps freezing up.

Yeah, it keeps freezing up. Do you want to try one more time?
Ms. Fox, if you want to try. You seem to be on now but you need
to unmute.

Okay. I think we’ll end there. But I want to—again, I want to
thank our three witnesses. It’'s been a very informative hearing.
We're going to probably have some follow-up to do and I know
there is some—I have a couple of questions that I'd like to submit
for the record, and perhaps we could follow up with your input
there. But you’ve given us some things to look at, to work on, and
have been very helpful.

So. with that, I want to thank our witnesses for their testimony
today, and the hearing now stands adjourned.

[Whereupon, at 12:48 p.m., the committee was adjourned.]
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Chairman James R. Langevin
Cyber, Innovative Technologies, and Information Systems Subcommittee
“Innovation Opportunities and Vision for the Science
and Technology Enterprise”
February 23, 2021

The subcommittee will come to order.

I would like to welcome the members who are joining today’s hearing
remotely. Members who are joining remotely must be visible onscreen for the
purposes of identity verification, establishing and maintaining a quorum,
participating in the proceeding, and voting. Those Members must continue to use
the software platform’s video function while in attendance, unless they experience
connectivity issues or other technical problems that render them unable to
participate on camera. If'a Member experiences technical difficulties, they should
contact the committee’s staff for assistance.

Video of Members’ participation will be broadcast in the room and via the
television/internet feeds. Members participating remotely must seek recognition
verbally, and they are asked to mute their microphones when they are not speaking.

Members who are participating remotely are reminded to keep the software
platform’s video function on the entire time they attend the proceeding. Members
may leave and rejoin the proceeding. If Members depart for a short while, for
reasons other than joining a different proceeding, they should leave the video
function on. If Members will be absent for a significant period, or depart to join a
different proceeding, they should exit the software platform entirely and then re-
join it if they return. Members may use the software platform’s chat feature to
communicate with staff regarding technical or logistical support issues only.

Finally, I have designated a committee staff member to, if necessary, mute
unrecognized Members’” microphones to cancel any inadvertent background noise
that may disrupt the proceeding.

With that, I will give my opening statement.

I am pleased to welcome everyone to the first hearing of our newly
established Subcommittee on Cyber, Innovative Technologies, and Information
Systems (CITI). I am proud to be Chairing this committee again with my
distinguished colleague, Ranking Member Elise Stefanik, and look forward to our
continued record of bipartisan collaboration. We welcome back our returning
Intelligence, Emerging Threats and Capabilities Subcommittee members from the
116th Congress, Representatives Rick Larsen, Ro Khanna, William Keating, Andy
Kim, Chrissy Houlahan, Jason Crow, and Elissa Slotkin; and Representatives Mo
Brooks, and Mike Gallagher. And we welcome our new members, Representatives
Seth Moulton, Veronica Escobar, and Joe Morelle; and Representatives Matt
Gaetz, Mike Johnson, Stephanie Bice, Scott Franklin, Blake Moore, and Pat Fallon
to our new CITI subcommittee.

(39)
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As we enter the 117th Congress and a new administration, we are pleased to
launch our oversight activities by welcoming our first witnesses to frame the
Department of Defense’s current innovation landscape, and what the Department
should be doing to invest in, hamess, scale, and transition the innovation, science,
and technology required to ensure the U.S. military’s future edge. Today we
welcome in their personal capacities:

e The Honorable Christine Fox
¢ Dr. Victoria Coleman, and
e Mr. Klon Kitchen

Thank you all for joining us today.

In a time when our national defense planning has shifted focus to great
power competition, addressing the challenge from rising science powers requires
an ambitious strategy of national investment and aggressive development in
science and technology (S&T). Funding for basic research, applied research, and
advanced technology development in our universities, laboratories, small
businesses, and tech sector, seeds the necessary science to grow the advanced
technological capabilities required for our next generation military engagements.
Yet even with bipartisan support for a drastic increase in investment in our national
security innovation base in this era of strategic competition, somehow growth in
the science and technology budget is almost always sacrificed to field the mature
technologies of today.

If the U.S. is to remain a global leader in technology, we cannot simply play
defense, we must also play offense. We must invest in STEM education; university
research; programs that develop junior talent into future tech leaders; and actively
endeavor to diversify our S&T workforce. Indeed, a strong diversity of background
and perspectives is vital for any organization that aims to foster novelty and
innovation.

On that note, we must implement policies that promote a sound economic,
political, and strategic environment on U.S. soil where global collaboration,
discovery, and innovation can all thrive. The open dialogue and debate resident in
academia and the research community can be anathema to the requirement for
secrecy in the Department of Defense. But we must recognize - and embrace —
how our free society provides the competitive advantage that lets us innovate faster
than our great power competitors. Our free society enables a dynamic innovation
ecosystem, and federally funded open basic research focused on discovery has
allowed American universities to develop an innovation base that has effectively
functioned as a talent acquisition program for the U.S, economy. And that talent is
required today as much as ever to solve our most pressing national security
challenges.

Indeed, great power competition is also a race for talent. And we must do
better. That is why last year Ranking Member Stefanik and I introduced the
National Security Innovation Pathway Act. The United States attracts many of the
world’s best minds to our universities and innovative companies and develops their
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expertise. These talented people fortify our national security, protect our citizens,
critical infrastructure, and interests, and improve our economy. Today much of that
talent leaves because there are few pathways to remain. It is critical to retain and
leverage these scientists and technologists who boost the innovation that backs our
economic and national defense competitiveness.

And 1 would be remiss to not include in my opening remarks of this Cyber,
Innovative Technologies, and Information Systems Subcommittee, that our
challenges of the future are rapidly changing. While the Department has
historically focused on producing new hardware, we know that biothreats and
pandemics can cripple economies and dock carriers, and that the wars of the future
will probably be fought via software platforms with the challenge of who can push
better improvements and new capability fastest. The Department must pivot
quickly to preparing us for this non-hardware only future; drag data and software
from back office responsibilities and afterthoughts onto the Department’s center
stage; enable the innovators and the change agents across the enterprise; and attract
the necessary scientific and technical talent to get us there.

We will not attain the technological edge we need if we refuse to empower
the Department to take risks, push scientific boundaries, challenge the red tape,
attract the technical workforce it needs, and protect its innovators. We must
empower those who lean forward on innovation — whether it be in our laboratories,
small businesses, universities, research offices, tech sector, or contracting offices —
to enable the technological leaps that will ensure our warfighters never enter a fair
fight. T look forward to this discussion.

I’ll now turn to Ranking Member Stefanik for her remarks.
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Chairman Langevin, Ranking Member Stefanik, and distinguished members of this Committee:

| appreciate the opportunity to speak with you today in my personal capacity about innovation
opportunities and a vision for the S&T enterprise. During my tenure in the Department of
Defense and through my current position at the JohnsHopkins University Applied Physics Lab, |
have had the pleasure of working closely with scientists and engineers who are innovating with
new technologies. It is clear to me that incorporating innovation into DoD programs and
harnessing the creativity of the S&T enterprise are more important than ever. Thank you for the
opportunity to share my personal observations and current thinking on these issues.

| would start with the observation that the principal challenge DoD faces is NOT a fack of
innovation, New technologies — and potential military applications of those technologies — are
plentiful. The traditional government-funded sources which gave us the internet, satellite
navigation, and stealth are as robust and productive as ever. These include DARPA, the Office of
Naval Research, government-run labs, and federally funded and university affiliated research
centers. A sampling of APL’ s work funded by our military sponsorsincludes brain-computer
interfaces, additive manufacturing, biotechnology-based naval sensors, the first dogfight
between an Al-driven combat aircraft and a human pilot, and much more. Then thereis
commercially developed technology. With the help of farsighted leadership — in the Pentagon
and in Congress — underthe past two administrations, we have seena greater engagement
with commercially derived innovation in areas like C4ISR, artificial intelligence (Al}, space, and
more. So, innovation abounds today — in fact, my colleagues call it a technology explosion.

As the members of this Committee know betterthan most, the tougher task is how to adopt all
this new innovation more rapidly and productively into DoD programs. At this point, the
conversation usually turns to the shortcomings of the defense acquisition system — the
bureaucratic hurdles faced by nontraditional vendors, or the proverbial “valley of death”
preventing new technology from receiving funding or adoption in a program of record. in
recent years, these bharriers have been lowered a bit with new acquisition authorities and the
stand-up of organizations like the Defense innovation Unit or the Strategic Capabilities Office.
But, while the barrier is 2 little lower, it is certainly not gone. Many are appropriately focused
on this challenge; however, it is not my focus today.

In my view, the principal S&T challenge facing defense leaders today is less about supply and
more about priorities. There is broad agreement that America is engaged in great power
competition. DoD’s highest priority is deterring and, if necessary, defeating China or Russia in a
major conflict. Many argue that DoD must shed much of the existing military force structure
and related platforms and “leap ahead” to a highly autonomous force optimized for the
highest-tech combat. While some divestiture of outdated systems would be desirable, the
reality is that there is a near-insatiable demand for ready U.S. forces to defend vital American
interests at home and abroad. We don’t have the option of taking a break to reequip the entire
U.S. military. We will need manned ships, tactical aircraft, ground units, and more for the
foreseeable future — all of which require considerable resources for training, equipping, and
sustainment and an integrated concept of operations for their employment. We should not
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underestimate the enormity of this task. Itis all-consuming and, too often, is given short shrift
in discussions about military innovation.

Yet the “technology explosion” is here and, evenif the U.S. may find it hard to adopt new
capabilities, our potential adversaries are not standing still. So, this brings us back to the
question of not whether to move forward but how to do it.

To make progress despite intense demands and limited resources regquires a vision forwhat a
future force should look like — for all the things it must be able to do — and, as important, fora
path to get there. A big part of that journey will entail incorporating innovations such as
cognitive communications, cyber, Al, zoomorphic robots, and more into new concepts of
operation. Developing this vision of the future force will define the priorities for new
technology adoption and reveal the capability gaps that should drive future S&T investment.
Some of my colleagues at APLand | are working through this process — we call it “here to
there.”

When it comes to future military forces, visions abound inside and outside the Pentagon. So,
you might ask, what are we suggesting that is different? Many visions fall into what | would call
the “near here” — concepts of operations, such as distributed warfare, that are designed to
maximize the utility of the existing force structure while incorporating new technologies. This
“near here” force will operate much as it doestoday — think of multidomain brigades in the
Army, manned-unmanned teaming in the Air Force, and autonomous surface vesselsin the
Navy.

These shifts are significant — and needed — but they don’ttake full advantage of new and
envisioned technologies to fundamentally alter the character of warfare. Here is where the
more futuristic visions come in, for example, replacing entire categories of military platforms
with massive swarms of expendable robots. These kinds of visions are exciting and inspiring —
and potentially transformational. Too often, however, they are not grounded in operational
realities.

Unmannedaerial systems — to simplify things I'll refer to them as drones — provide a case in
point. At the Lab, we are taking a comprehensive look at all the drone-relatedinnovations
underway and how they may add up to a new vision of warfare. The technologies being
developed are very impressive — mind-blowing in some cases. However, time and again, { find
myself coming back to questions like these:

o How do the drones get to the fight, say from a warehouse in California to the South
China Sea?

e What are they supposedto do when they get there? Drop ordinance? Carry supplies?
Shoot down other aircraft? Sink ships in blue water? Or are theyintended to provide
intefligence and communications links? In that case, what does in fact project combat
power?
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e Are these dronesreally disposable? For the advanced missions, you would need a highly
capable, even exquisite platform — one that is quite costly as well.

e How will the dronesbe controlled? Or will they operate autonomously? These questions
raise a host of other practical and ethical questions.

The point here is not to drop a wet blanket on unmanned aerial systemsor any other
transformative technology. These kinds of questions can be answered and, in many cases,
answers are in the works. The point is to ask them.

Itis imperative, then, for the S&T community to marry up more closely with operational forces
— the same people who may have to take these innovations to war and trust them. Innovation
that is not grounded in operational realities will not uitimately make a difference. Likewise, new
concepts of operation developed without an understanding of new technologies will fail to
make revolutionary change — the kind of change America needsto sustain our military
preeminence.

As mentioned before, we don’t have the luxury of standing down the existing force to start over
according to a new vision — and likely we never will. But we can certainly evolve more rapidly
and purposefully than we do today. Innovation is no longer a limiting factor; only our vision and
wisdom in determining where and howto useit.

Thank you.
Hit#



46

The Honorable Christine H. Fox

Assistant Director for Policy and Analysis at the Johns Hopkins Applied Physics
Laboratory

Board of Directors

The Honorable Christine Fox is Assistant Director for Policy and Analysis at the Johns Hopkins
Applied Physics Laboratory, a position she has held since 2014. Previously, she served as Acting
Deputy Secretary of Defense from 2013 to 2014. In her role as acting deputy, she became the
highest-ranking woman ever to work in the Pentagon. She officially retired from the Pentagon in
May 2014. She also has served as Director of Cost Assessment and Program Evaluation in the
Department of Defense from 2009 to 2013 and as president of the Center for Naval Analyses
from 2005 to 2009, after working there as a research analyst and manager since 1981. Ms. Fox
holds a bachelor and master of science degree from George Mason University.
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Testimony before the House Committee on Armed Services subcommittee on Cyber, Innovative
Technologies, and Information Systems

Hearing on Innovation Opportunities and Vision for the Science & Technology Enterprise.

Victoria Coleman, former Director of DARPA
February 23, 2021

Chairman Langevin, Ranking Member Stefanik, distinguished members of the House Committee on
Armed Services subcommittee on Cyber, Innovative Technologies, and Information Systems, it is truly
an honor to testify before you today on the innovation opportunities and vision for the S&T enterprise.

Context

Throughout the Cold War and the turn of the 21% century, the U.S. military enjoyed significant
technological advantage over its adversaries. But this advantage has been steadily eroding over the past
three decades. During that time, America’s adversaries have made asymmetric strides in building their
own technological advantage. This is not the result of reduced U.S. investment in national security
science and technology. It is the result of the technology investments outside the defense sector
surpassing those within it. The fruits of this commercial innovation are available equally to U.S.
competitors and adversaries without any significant investment on their part. Conversely, the DoD
struggles with accessing technology and talent outside the defense perimeter. Coupled with inefficiencies
in the U.S. defense technology pipeline and China’s aggressive national strategy of Military-Civil
Fusion, the technology advantage of the U.S. military is being stressed to breaking point.

1t is worth remembering how we got here. In the decades since the Sputnik experiment in the 1950s, and
right up to the Cold War, technology innovation was driven by defense investments, and priorities were
executed by a broad and vibrant defense R&D industry. With the end of the Cold War, as the U.S. started
drawing on the peace dividend and defense investments began to shrink, commercial technology
innovation and globalization took over. Frequently enabled by DoD investments, such as the Arpanet and
microelectronics, companies like Intel, Microsoft, IBM, Hewlett-Packard, and others begun to dominate
the technology landscape that defined the ecosystem from which the DoD now draws many core
technologies essential to its mission. But in the past 20 years or so, as these technologies spread beyond
enterprise uses, consumer technology emerged as the driving force. The technology landscape today is not
defined by the traditional powerhouses of the 1980s and 1990s, but by companies that bring these
technologies to consumers. A phone maker—Apple-—who put a computer in everyone’s pocket; a
retailer—Amazon—who invented cloud computing; an advertising company—Google—that made
searching the Web child’s play; and a company that keeps your personal address book— Facebook—that
built social media as we know it. We know that these innovations have offered critical capabilities to
foreign state and non state actors. Armed with commercial satellite imagery, GPS, and a Facebook
account, an adversary can track highly sensitive military operations not only with accuracy, but also with
zero technology investment. But this is just a manifestation of something far more insidious. Commercial
and consumer markets matter because they drive change and technology evolution. And our peer
competitor, China, also happens to be the world’s single biggest consumer market.
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Principal challenges

China’s military-civil fusion (MCF) is an aggressive national strategy of the Chinese Communist Party.
Overseen personally by President Xi Jinping it aims to enable the PRC to develop the most
technologically advanced military in the world by eliminating the barriers between China’s civilian
research and commercial sectors and its military and defense industrial sectors. Under MCF, the CCP is
systematically reorganizing the Chinese S&T enterprise to ensure that new innovations simultaneously
advance economic and military development. In contrast, the United States struggles to bridge the gap
hetween commercial innovation and military technology needs in key areas such as semiconductors, 5G,
Al and aerospace technology.

Assuming that we are able to break down the barriers between the U.S. Defense Industrial Base and
access technology and innovation originating outside, our next challenge is being able to rapidly and
systematically transition the technology into deployed systems — enterprise or mission. Technology
transition even within the same company or organization is a challenging business. It is especially so in
the large, complex innovation network that our military depends on. Cornerstone technologies like Al
and 5G are just the beginning. The world is full of good ideas. But, as Steve Jobs used to say, the idea
accounts for, at most, 10 percent. The remaining 90 percent is execution, and it differentiates those who
win and those who fail. Taking an idea from concept to deployment is a fiercely challenging process that
requires unrelenting focus, exquisite execution, and precise alignment throughout the organization.
Innovation needs to be executable by the entire organization.

Finally, in the coming years, devoting resources to priorities such as righting our country after the
Covid-19 pandemic, rebuilding the middle class or meeting the challenges of climate change will mean
that we will have to do more with less as we rebuild America’s military technology advantage. Picking
our priorities through the lens of a clearly articulated Defense S&T strategy will be more important than
ever.

Areas of opportunity

In the world of technology speed matters. As we strive to build technology advantage, we also have to
strive to keep it. All technology advantage is temporary and comes to little unless fielded and leveraged
at the speed of the next technology evolution. As new technology emerges, tactics are developed that use
it. Then counter tactics are developed and technological parity is reached. And the cycle starts over
again. The only way to get ahead and stay ahead is to be faster than our competitors. As our
predecessors envisioned force multiplication as the key strategy for defeating the Soviet threat in Europe
in the aftermath of WW I1, we should aspire to fime compression as the key strategy of our generation.
Time compression means we can win the fight in a fraction of the time it would take to achieve the same
objective otherwise. It means we control the time domain. We can speed up time when it suits us and we
can slow down time when we need more time to achieve our objectives. And this certainly applies to
imagining, creating and deploying innovation to secure the technological edge for our military.

In the struggle to achieve time compression and speed up time, our platforms matter. We need to evolve
owr platforms from the monoliths they are today to agile, mosaic systems. 1f we are successful we will be
able to rapidly swap out components and always have the latest innovations deployed in our platforms.
A lot has been said about doing over the air updates to the F-35. Tt may sound like science fiction but this
is what happens every time your mobile phone gets an upgrade — so that you always have the latest and
the greatest. Imagine a world where we can change the functionality of our platforms at such a dizzying
rate that every morning our adversaries wake up and they are confronted with a brand new system and
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capability against which they have 24 hirs to develop counter tactics. We just succeeded in slowing down
time for them,

How could we get there? It has been said that bits eat atoms. It’s all about the sofiware. If we start
thinking of the F-35 as an information appliance vs an airplane, the whole way we approach designing,
building and maintaining it changes. We design it from the start to be software centric, modular and
composable. In others words a mosaic vs a monolith. Increasing the software competency of our Defense
S&T Enterprise and technology acquisition workforce is therefore at the heart of time compression.

A lot has been said about supply chains. In the Department of Defense we have worried for some time
now about the trustworthiness of the supply chain for microelectronics for example. And as the Covid-19
pandemic has demonstrated our dependency on many other overseas supply chains is also a
vulnerability. Building transparent, resilient and diverse supply chains is critical for our economy and
our national security. But it also highlights the opportunity to not only innovate here at home but also to
help create new businesses that translate the innovation into scalable domestic manufacturing. First
because doing so reduces our dependency on potentially adversarial supply chains. Second because it
creates good jobs here at home. Third, and perhaps most importantly, because unless we build and
manufacture products right here in the United States, we will eventually lose our ability to innovate all
together. A recent New York Thmes article by Noam Scheiber said it all:

"4 2012 book by the Harvard business professors Gary Pisano and Willy Shih made the case that when it
comes to mamgfacturing, strength yields strength, ond weakness yvields weakness. They showed that the
offshoring to Asia of the consumer-electronics industry, which executives believed was becoming too
commoditized 1o be warth keeping entively in the US., had weakened America’s so-called industrial
commons — the ecosystem of vesearch, engineering and manufacturing know-how that creates innovative
products. In effect, getting out of the business of making stereos and TVs in the 1960s and '70s made it
harder for American manufacturers fo produce more sophisticated technologies like advanced batieries.
The Chinese, of course, took the other side of the bet — gaining know-how by starting with simpler products,
which then led to the making of more sophisticated ones. That's partly why the China shock started with
exports of products like textiles and steel and eventually included smartphones.”

To ensure the future of our technology advantage we must act to rebuild our industrial commons.

Recommendations
People first

Everything starts with people. We need to nurture our S& T Enterprise technical community by
protecting them from onerous bureaucracy, giving them the tools they need to do their work and
offering them opportunities to grow their skills and careers. Hiring the best and the brightest starts
early. We need to grow the DoD STEM workforce by investing in the next generation of our
technical national security professionals by for example expanding programs such as the SMART
scholarship program. We also need to increase the diversity of the DoD STEM workforce by
broadening the recruitment pool in terms of expertise, background and location. And we need to
create a diverse and inclusive environment where everyone is welcome and can succeed.
Empowering the DoD technical community and giving technology a strong voice at the decision
making table is key.
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What we work on

As Peter Drucker once said, if you don’t know where you are going, all roads will take you there.
Absent a defense R&D strategy, it is impossible for the Defense Department to focus and prioritize its
technology investments. When the Department had a clearly articulated overarching technology
strategy in the 1950s and the late 1970s U.S. investments translated to dramatic and lasting
superiority. Compiling a list of current technology investments does not constitute a strategy. The
2018 USAF 2030 S&T Strategy provides a good example of S&T strategy making. It starts with
articulating a vision: an Air Force that dominates time, space, andd complexity in future conflict across
all operating domains to project power and defend the homeland. It then identifies 5 strategic
capabilities: Global persistent awareness, resilient information sharing, rapid, effective decision
making, complexity, unpredictability and mass and speed and reach of disruption and lethality. And
then identifies a non exhaustive list of underpinning technologies that may be needed to implement
the strategic capabilities: Enabling microelectronics, quantum science, Al and autonomy, hypersonic
flight amongst others. Looking beyond the usual suspects, key areas of focus in our R&D strategy
making should include R&D for transforming manufacturing to rebuild our industrial commons
(starting with microelectronics) and technologies for countering digital authoritarianism that
undermines democracy around the world and here at home.

How we work

We need to give our DoD innovation engine a tune up. We can radically enhance the productivity of
the S&T Enterprise workforce by killing a paper cut every day, starting by offering them a
performant information technology infrastructure: cloud, modern software development and
collaboration tools. We can speed up execution and open up the door to non traditional innovators
by innovating in contracting and using granted authorities. As mentioned earlier, innovation needs to
be executable by the entire organization.

How we have impact

An efficient and responsive defense Tech pipeline is essential in allowing the transition of
innovation from the lab to the warfighter. Commercial product development relies on this pipeline
and has developed best known methods such product management to bridge the gap between a
technology and its consumers. We need to migrate these best known methods into the way we
develop and acquire technology in the DoD. And we need to innovate in transition. Going beyond
the often elusive transition of a technology directly into a program of record by, for example,
creating and supporting new startups that can develop, mature and transfer the technology to the
warfighter. DARPA’s Embedded Entrepreneur Initiative and National Security Seed Fund are great
examples of what can be accomplished within existing authorities.

Who we work with

We need to broaden our reach into the non traditional innovation community by establishing a
national security open innovation network. The companies that came to define the technology
context within which the military has to defend the nation today all hail from the West Coast, as do
many other disruptors, such as Uber, Tesla, and SpaceX. It is no wonder then that Silicon Valley is
teeming with company outposts from all over the world. Their objective: to gain visibility into talent
and technologies they can acquire to further their interests. Open innovation is about building a
presence in and bridges with innovation hubs, such as Silicon Valley and the Boston Corridor. The
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S&T Enterprise (with the notable exception of DIU and In-Q-Tel) is mostly absent from these
hotspots. The innovation muscle of the Defense Department lies in the defense vendor base, the
defense laboratories, DARPA, and the various other defense R&D agencies. The lack of a physical,
substantial, and enduring presence of the S&T Enterprise in Silicon Valley and the other national
innovation hotspots means that we do not have eyes and ears on the ground when it comes to
emerging technologies and talent in these areas. The consequence is a chronic isolation of the
defense technology establishment from the very commercial innovation that U.S. competitors and
adversaries exploit to build asymmetric technology advantage against our country.

In closing

It is perhaps fitting to conclude this testimony with the words of Charles Kettering to the U.S.
Chamber of Commerce in 1929:

“I am not pleading with you to make changes. I am telling you you have got to make them — not
because [ say so, but because old Father Time will take care of you if you don’t change. Advancing
waves of other people’s progress sweep over the unchanging man and wash him out. Consequently,
you need to organize a department of systematic change-making.”
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QUESTIONS SUBMITTED BY MR. LANGEVIN

Mr. LANGEVIN. Can you talk about the role of user feedback in innovation and
adoption? How do you think a tighter partnership between the operational military
forces and the S&T community can best be achieved?

Ms. Fox. Chairman Langevin, thank you for this important question. Feedback
in innovation and adoption is essential, in my view. Innovations that cannot be used
in an operational environment are not valuable. Similarly, operators who are blind
to the advantages of new technologies will neglect to make game-changing advance-
ments. When the partnership between the operational military forces and the S&T/
R&D community has been strong, it has produced game-changing results. A notable
example is the adoption of stealth and precision that led to significant operational
advantages dating back to Desert Storm. The U.S. Air Force set up an internal orga-
nization called “Checkmate,” in which dedicated creative operators determined how
to best use these emerging technologies. Today, this partnership is more important
than ever and needs to be strengthened. The technologies being developed today are
not evolutionary upgrades of existing capabilities but, rather, entirely different from
anything we have had access to before. We need to educate the operators on the
potential power of these new technologies. We need to educate the developers on the
operational needs and opportunities the technologies can fulfill.

Liaison assignments might be able to help. Scientists living with operators and
operators assigned to S&T/R&D organizations can expand the understanding of
what is needed and what is possible. Technical exchange conferences can help as
well. For example, once the Strategic Capabilities Office (SCO) began to hold tech-
nical exchange meetings with the IndoPacific Command, the resulting partnership
helped guide SCO’s activities and solidified their value. That is near-term R&D, but
the same idea can be used for S&T. These technical exchanges do happen, but not
often enough or deeply enough to build tech-infused concepts of operation or to focus
tech development in critically important areas. Another approach is to increase the
focus of experimentation on the integration of S&T/R&D advancements into oper-
ational challenges. Experimentation with new technologies will help operators envi-
sion new concepts for their use. Additional resources focused toward fostering a clos-
ell" partnership between S&T developers and operators would help make this a re-
ality.

QUESTIONS SUBMITTED BY MR. MOULTON

Mr. MouLTON. I appreciated your comments about grounding new technologies in
operational reality, and vice versa. It seems that a critical part of that would come
from training our forces to leverage new technologies and integrate them into their
concepts of operation. Based on your previous experience at DOD, did you get the
sense that the Services were adequately integrating new technologies and concepts
of operations into their training and education? Do you have the sense of whether
they are adequately doing that now?

Ms. Fox. Thank you for this question, Congressman Moulton. The new tech-
nologies envisioned today have the potential to completely change the way the mili-
tary operates. As a result, it is very difficult to integrate new technology into train-
ing and education. This is what we call the “here-to-there” problem at the Johns
Hopkins Applied Physics Lab. The force must be ready to meet any challenge
thrown at it today and, therefore, training and education is rightly focused on to-
day’s capabilities and concepts of operation.

A key challenge is that the new technologies envisioned for tomorrow are radically
different. To explore the potential of artificial intelligence, autonomous systems,
zoomorphic robots, biology-based sensors, brain-controlled drones, and more, we
need dedicated events that place operators into a future world with these future ca-
pabilities. This is likely to require virtual interactive environments tied to advanced
digital engineering and modeling and simulation efforts that are integrated with
prototypes as they become available. These dedicated experiments are important if
we are to develop concepts of operation that can take advantage of these potentially
game-changing technologies.. They could occur on enhanced test ranges or within
the government-funded R&D labs or both.

Mr. MoOULTON. Last year I co-led the Future of Defense Task Force, which was
a bipartisan effort to identify the hard choices and smart investments necessary to
secure our future competitive advantage. In our months of interviews and research,
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we frequently faced the challenge of investing in the future while managing plat-
forms of the past. We looked at current and future budget constraints and ulti-
mately concluded that it would be necessary to divest of some legacy systems to
make room for the next generation of technology. In Dr. Coleman’s testimony, she
noted that we need to “evolve our platforms from the monoliths they are today to
agile, mosaic systems.” Do you believe that ALL platforms can and should be carried
forward into a new era of warfare? Are all the platforms designed for conflicts of
decades past still appropriate to address the threats of the future?

Dr. CoLEMAN. The essence of mosaic systems and platforms is that they are mod-
ular, compositional and able to be assembled in fit-for-purpose force packages just
in time. This then calls for a set of diverse platforms and components to be avail-
able. I believe that it is not possible for a single, multi-purpose platform to meet
all mission needs. This mixture of platforms will include manned and unmanned
aircraft. As we look at the mix of capabilities, and as older platforms are retired,
we should be laser focused on replacing them with modular, easily upgradeable ca-
pabilities. And at the same time we should be investing to modernize and upgrade
our software development and deployment infrastructure to take advantage of these
new platforms that would be capable of over the air updates including test ranges
to support incrementally developed, tested and fielded capabilities.

Mr. MOULTON. As a veteran who has served overseas and faced some very real
threats to our nation, I believe that every person in this country must have a vested
interest in national security. But the reality of these threats sometimes aren’t clear
to everyone—the importance of national security is clear to everyone who took part
in this hearing, but it often doesn’t seem like a compelling business case for compa-
nies considering investments or clients in China. How can we show companies that
it is worth thinking about national security implications in their everyday activities,
either for investment screening or cybersecurity practices or anything else?

Mr. KiTCHEN. The very best thing Congress can do to raise general national secu-
rity awareness on these issues is to speak clearly and regularly on these issues. Be-
yond this, increasing coordination and general information sharing between the fed-
eral government, state and local governments, and private industry will be essen-
tial. Continuing to refine and to expand the prevue and expertise of the Committee
on Foreign Investment in the United States (CFIUS) will also be critical. The recent
CFIUS reforms were largely well-received; however, it will be necessary to continue
this refinement if the organization is to remain relevant and engaged on the most
important emerging technologies.

QUESTIONS SUBMITTED BY MR. MOORE

Mr. MOORE. I understand the Air Force has been examining legacy programs and
trying to accelerate the retirement of programs that won’t contribute significantly
in the 2030-2038 timeframe. What are the greatest challenges in expediting the re-
tirement of legacy programs to re-invest in next generation technologies?

Ms. Fox. Congressman Moore, thank you for this question. I experienced two chal-
lenges when attempting to expedite the retirement of legacy programs. The first was
that many of these capabilities were in constant demand, so the operational need
outweighed the benefit of early retirement. There is a significant time delay be-
tween initial investment in next-generation technologies and their availability for
actual use. As long as there is a great need for deployed military forces, this gap
is a deterrent to early retirement of legacy systems.

There are, however, some capabilities that the military services and DOD leader-
ship would like to retire early. Some examples from my time in government include
the A-10 and Navy cruisers. While these platforms still provided operational value,
there were more modern alternatives that cost much less to operate and maintain.
In each case, despite strong evidence that the military could perform its missions
without these platforms, Congress, at that time, overruled DOD and forced the De-
partment to retain these platforms. Congressional interests and constituency pres-
?ure are factors the Department must face when attempting to retire legacy plat-
orms.

Mr. MooORE. Utah is home to the Utah Test and Training Range, the nation’s larg-
est overland restricted airspace. This Major Range and Test Facilities Base provides
capabilities critical to support of next generation technologies and the DOD acquisi-
tion system. How should the department modernize and invest in this infrastructure
that supports the training and integration of next generation technologies?

Ms. Fox. Thank you, Congressman Moore. The Utah Test and Training Range,
with its large area and extensive high-altitude restricted airspace, provides a vital
ability to test and experiment with current and new technologies. I am not current
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on the status of test ranges; however, in the past these ranges have been under con-
stant pressure to reduce operations from nearby communities and civilian airspace
control. In my view, it is vitally important to protect these ranges and their capabili-
ties. Beyond protection from encroachment, to adequately test new technologies, I
believe we will need some new capabilities and, possibly even new policies. Al-en-
abled autonomous systems, for example, have the risk of straying out of approved
test areas. Technologists are working hard, and are making progress, to effectively
control these new technologies, but upgrades to ranges could be necessary to enable
them. Additionally, as operational ranges and altitudes continue to expand, we will
need to incorporate more detailed modeling and simulation capabilities, to include
augmented reality/virtual reality (AR/VR) technologies, in order to fully test and ex-
periment with some of the next-generation technologies.

Mr. MOORE. During your time at DARPA, did special hiring authorities give you
the ability to recruit and retain top tier talent? What changes can the department
pursue to improve personnel authorities?

Dr. CoLEMAN. DARPA hires personnel using two authorities: 1121 and IPA. It is
tremendously important that DARPA’s hiring authorities are not only preserved but
also continually reviewed for enhancement. The hiring authorities are often under
attack from those who would prefer a “one size fits all” approach. That would be
nothing short of disastrous for the Agency. The authorities must be preserved and
expanded so that their benefits don’t fall too far behind the private sector.

1121: This is perhaps the most widely used authority at DARPA. It works well
for two types of people: those who are already employed by the government and/
or those who live in the DC metro area. People that do not work for the government
are not eligible for full relocation benefits. So on top of very often asking them to
take a pay cut, we also ask them to self finance their move to Washington. This
obviously acts as a powerful disincentive for technical talent outside the government
and the DC metro area for joining the Agency. Adding a statement to the 1121 lan-
guage that DARPA employees appointed under the authority will be considered as
current government employees for the purposes of the Joint Travel Regulations
would be a huge recruiting tool.

IPA: Extending the same relocation benefit as above to those hired under the IPA
authority and/or offering full per diem for those who choose not to move for the du-
ration of their service would offer much needed flexibility to those who want to
serve so that they can select which option works best for them and their families.

DARPA does not currently have any HQE allocations. When the HQE authority
was first created, DARPA had 60 regular allocations. At its inception the authority
was delegated from SecDef to the defense agencies. However OSD/WHS rescinded
the delegation of the HQE direct hiring authority in September 2012. The signifi-
cant delays this introduced were of the order of several months and the authority
became no longer viable as it resulted in loss of expediency to hire. Legislating the
HQE authority directly to the DARPA Director (as is 1121) would offer the Agency
an extremely valuable tool to recruit senior talent.

While it is true that nobody joins DARPA for the financial benefits, and it will
always offer less than what the private sector can provide, every little bit helps and
allows the Agency to target the critical technical talent we need to secure our na-
tional security technology advantage

Mr. MOORE. Back in my district, Hill Air Force Base and Utah’s defense commu-
nity consistently rank a highly competitive hiring atmosphere and the ability to find
and retain talent as one of their greatest challenges. Do you share any concerns
about the health and quality of the DOD STEM workforce and how can government
programs better compete with private industry?

Mr. KiTCHEN. Congressman Moore, I do share your concerns regarding the na-
tion’s STEM workforce—in the Department of Defense and elsewhere in the govern-
ment. There have been several attempts to “attract and retain” STEM expertise into
government service; however, until the U.S. government is able to pay, train, and
use this expertise as well as the private sector (or at least close to these standards
while providing a sufficiently motivating mission), there is little reason to believe
the government will achieve its STEM manpower goals. Even industry is unable to
attract the level of American STEM expertise that is demanded by existing commer-
cial needs. Add to this the complications of calcified bureaucracies and a near total
lack of agility, the federal government is not well positioned to make meaningful
progress on this front in the near- to mid-term.
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